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Using the Human Gait for Authentication

Abstract

This thesis presents a new method for verifying a person's identity sing kinetic gait
analysis. The gait data is collected using a device that can be attdwed to a person's leg,
where it detects the leg's movement in horizontal, vertical and sdeway direction as the
person walks. These data are used in an attempt to authenticatiry the walking person.

This thesis presents how the gait collection device was designed ah the software
used for collecting the gait data. It also proposes several diférent methods for analysing
the gait data in such a way that given two sets of data, it is to some exent possible to
determine whether these datasets came from the same person. firee experiments has
been conducted to determine the strength of these methods of aalysis under different
contexts. These experiments shows that though none of the métods described in this
thesis can compete with methods like ngerprint recognition and fa ce recognition, it is a
potential in using the human movements for identity veri cation.
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Sammendrag

Denne rapporten presenterer en ny metode for a veri sere en pesons identitet ved hjelp
av kinetisk ganglagsanalyse. Ganglagsdata samles inn ved & breken innretning festet
til personens bein, hvor den registrerer beinets bevegelser i hdsontal, vertikal og side-
lengs retning mens personen gar. Disse dataene benyttes sa i ebfsgk pa a autentisere
personen som gar.

Denne rapporten forteller hvordan innretningen som registrerer ganglagsdata ble
bygget og beskriver programvaren som benyttes for & samle inn gaglagsdata. Rapporten
foreslar ogsad ere ulike metoder for & analysere dataene pa en néte slik at man gitt to
sett av ganglagsdata med en viss grad av ngyaktighet kan si hvordt dataene kom fra
samme person. Tre eksperimenter ble utfgrt for & undersgke strken til analysemetodene
under ulike settinger. Eksperimentene viser at selv om metodeneikke kan konkurrere
med teknologi som ngeravtrykk- og ansiktsgjenkjenning, er det et potensiale i bruken
av personers bevegelser for & veri sere deres identitet.
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Preface

“Highest Queen of State, Great Juno, comes; | know her by her gait."—Shakspeare.

The thesis you are about to read marks the end of my two years of stdy to become
a master in information security. Throughout these two years, | have learnt an over-
whelming amount of new and valuable information regarding inform ation security and
computers in general. One of the topics that caught my interest erly on was the eld
of biometric authentication, and | realised that this would be the area where | should
devote my attention during my master thesis research. | was theefore extremely happy
when my supervisor presented me his idea for an authentication scleme based on the
person's gait. Though a lot of new information is presented in this thesis, and it might
be dif cult to get a tight grip on at rst, | hope you don't get lost r eading it for the rst
time. If this happens, put it away for some time. Take a walk outside, get some fresh air
and and smell the roses. Then try to read it again. | hope you nd the eld of gait based
authentication as fascinating as | have, and that this will inspire you into thinking in new
ways regarding solutions for authentication.

Several persons have been very helpful making this project pasible. | would rst of all
like to thank my supervisor, professor Einar Snekkenes, for theidea for this project and
for excellent help with what at rst looked like an overwhelming and unsolvable prob-
lem. | would also like to thank the college's electrical engineering lab for lending the
necessary equipment to create the Gait Collector. Of course | wuld also like to thank ev-
eryone participating in my experiments, even though it was “very embarrassing” walking
around with a large box attached to their leg. During the process of analysing the results,
I would also like to thank Frode Volden who performed a serie of Satistical analysis that
I had no knowledge of when this master project started. Severad persons volunteered to
give feedback on the thesis you are about to read as it was being writen, which helped a
lot getting it as understandable as possible to the public. | alsoowe these a thanks. Last,
but not least, | would like to thank my great friends Ole Kasper Olsen, Anders Wiehe,
Fredrik Skarderud and Ole Martin Dahl for their accompanying, eager discussions, and
for morally supporting me during the whole master process.

Torkjel Sgndrol, 30th June 2005
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1 Introduction

1.1 Topic Covered by this Thesis

Con rming the identity of a person based on the way he walks is a fairly new area in
computer science compared with more traditional biometric methods, like ngerprint
and face recognition. Though most research in this area today conentrates on using
video footage to detect different kinematic gait features!, the eld of wearable comput-
ing introduces the possibility of encapsulating motion capturing technology onto a per-
son. This makes it possible to authenticate the person in a kinetic fahion? as he walks
without requiring the attention from the person himself.

Keywords: biometric authentication, gait, data analysis, motion capturing, FAR/FRR cal-
culations, ROC curves, Fast Fourier Transforms.

1.2 Problem Description and Motivation

There exists several different ways of identifying persons based oitheir biometric charac-
teristics, such as their ngerprint, face and voice. Though this might be suf cient regard-
ing the level of security in many situations, they require an actively participating user
when it comes to the process of retrieving the biometric feature. S me persons might
have hygienic issues related to placing their nger on a reader where thousands of other
unknown have placed their ngers in advance, or it might be inconve nient in other ways.
Persons who know they are being registered when performing a cetain task, like giving
away their signature or a voice print might perform different than if they did the same
task in a more normal situation. Such problems might be avoided by ©ntinuously regis-
tering the person's movements (e.g. their walking feature), and automatically performing
the veri cation process when it is necessary. A kinetic gait recognition technology that is
attached to the person, like the one presented in this thesis, praects the privacy of the
walking persons better than more kinematic methods to gait analyss, like gait analysis of
surveillance video. It is therefore necessary to develop a metbd that automatically regis-
ters a person's movements as well as algorithms for analysing tase movements to detect
whether two given datasets belong to the same person. Such a ntbod for authentication
will create a more comfortable authentication process for the user.

1.3 Research Questions

This research concerns whether or not gait might be used as a methd for authentication
using motion capturing technology. The process of getting this arswer involve answering

1The study of the geometry of a person's movement. Often done by analysingideo footage [8].
2The study of the forces involved in a person's movement. Often by analysing acderation data [8].



Using the Human Gait for Authentication

a few basic questions. These are:
2 Is it possible to retrieve reliable and valid kinetic gait data?

2 Given a set of gait data — is it possible to analyse these data and telwhether or
not they belong to the same person?

2 |sit possible to use the human gait to verify a person's identity?

1.4 Claimed Contributions

The contribution from this research is new knowledge about methods and algorithms
for authenticating persons based on kinetic gait data as well as anassessment of their
performance. The methods proposed in this report can verify a peson's identity based
on acceleration data. They have been tested through several>x@eriments. An improved
version of the prototype presented in this thesis might in the future be incorporated into
the Windows XP login manager or similar authentication schemes to nake it possible to
log onto a computer using the way you walk. It might also be implemented as an access
control mechanism to restricted areas.

1.5 Method

The project involved literature study, data collection, development of methods for auto-
matic data analysis and an analysis of these methods. It was therefre necessary to select
a mixed-method approach [14] as described below:

2 Literature study — qualitative.

2 Collecting data — quantitative.

2 Algorithm development — qualitative.
2 Analysing data — quantitative.

2 Algorithm analysis — quantitative.

The literature study was necessary to get a better understanihg of the previous work
in the eld of gait analysis and of motion detection technology. Thr ough a qualitative
assessment of which previously used methods where the most udde for this study, a
set of new gait analysis methods were developed. These methodsralyses the obtained
gait data in a quantitative manner. A quantitative assessment was rformed based on
the results from these methods to determine which ones worked test in the settings of
the experiments. This helped evaluate the strengths and weakesses of the proposed
algorithms.

1.6 Outline of the Report

This report begins with a summary of previously performed work in the area for gait
analysis and motion capturing in Chapter 2. Chapter 3 is a short introduction to the the-
ory behind authentication and the human gait itself. Chapter 4 describes the technology
behind the gait collection device which was created, while Chapter5 describes how this
device was used for gathering gait data. Chapter 6 describes seval potential methods
for data analysis. Some of them were used, some were not. How thedata analysis was
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performed and which methods were used are described in Chapter 7 Then it is ready
to get into the experiments that were performed. Chapter 8 is a description of the ex-
periments that was performed and the rules they were following. Chapter 9 describes
the experiments themselves while Chapter 10 summaries them. Pential further work is
described in Chapter 11, while Chapter 12 concludes the project

Four appendixes are included as well. Appendix A presents the sitware embedded
into the gait collection device that was created, while Appendix B contain the Matlab
code for one of the analysis methods described. Appendixes C and Bhows the results
from a series of statistical tests applied to the results from two of the performed experi-
ments.
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2 Related Work

This project have analysed the kinetic movements in the human gait inan attempt of
verifying a person's identity. Since it was necessary to develop newalgorithms for this
task, a study of other projects performing analysis of human mowments—and gait in
particular—is in place. This chapter will describe some of the related work in the area of
gait analysis and motion capturing technologies. The literature described in this chapter
creates a baseline for the later described analysis methods.

2.1 Work Related to Gait Analysis

Lee and Grimson presented a study on how gait might be used to idenfy and classify
persons [39, 40]. Their work was based on video capture, where they tried to t several
ellipses around various body parts as the person walked acrosshe screen. They com-
puted the mean and the standard deviation of how these ellipses banged over time, as
well as the magnitudes and phases of each region. They could the apply the Fast Fourier
Transformation (FFT) to detect the frequency of changes oveltime. They further used the
Mahalanobis distance and thep-value calculated using the Analysis of Variance (ANOVA)
method to rank features into various categories before further analysis was performed.
To detect the preformance of their gait recongition, they used a amulative matching
score. They were able to show that different types of clothing afected the person's gait.

The use of accelerometers in gait analysis has not been performedo any large ex-
tent. Guta et al [23] connected three ADXL202 accelerometers from Analog Deices* to
a DSP card from Texas Instrument$. This was used as a speedometer to detect the walk-
ing and running speed of the person who was wearing the device. Thg where able to
determine the step length and whether the person was walking orrunning based merely
on the step frequency derived from the acceleration data. Afte calibrating the device
with certain data regarding the person's leg length, muscle stength and body mass they
were also able to estimate the person's walking speed based oni& step length. Ladetto
et al [37, 38] were able to get a more accurate estimate of a person's tep length using a
combination of acceleration data and GPS data.

Zhang et al at MiniSun“ have created a device for measuring physical activity, such as
posture, gait, limb movement and transitions [72]. The device consist of a micro com-
puter which can be attached to a belt. This device is equipped with ve small sensors
that can be attached to the body using medical tape, and these sesors connects to the

1
2

3Global Positioning System.
4
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micro computer through cables. The resulting data can be analysd in various ways to
detect things like walking speed, distance and energy expenditue.

Morris, Benbasat and Paradiso at Massachusetts Institute of Ténology developed a
sensor system for clinical analysis that can t into a shoe [10, 46, 57]. This is a system
designed for continuous monitoring a person's gait which transmits data wireless in real
time. Among other, their system consist of three gyroscopes and thee accelerometers.
Though they are performing clinical research, and therefore na working in the eld of
authentication, their architectural design is capable of detecting the distinctive motions
a person make during locomotion. They are currently working on how to analyse the
output from the sensors, as well as looking at different pattern recognition methods.

Neural network was not used in great extent for gait recognition until Su and Wu
used the Genetic Algorithm Neural Network on ground reaction force (GRF) data® [66].
A genetic algorithm uses techniques such as inheritance, mutationnatural selection and
recombination from natural systems to mimic survival-of-the- tt est organism$. By using
these techniques on a set of input data only allowing the “best tted” datasets to survive,
it was possible for Su and Wu to classify gait patterns with a succes rate of up to 98.7%.
Herrero-Jarabaet al [27] used another neural network known as a Self-Organising Map
(SOM) [35, 36] to recognise persons in video footage. SOM was alsoused by Kéhle and
Merkl [34] to classify different gait patterns. They based their study on GRF data, as in
[66], and calculated the FFT transform of this data as an input to the SOM algorithm.
They had already shown in an earlier study [33] that it was possible to distinguish be-
tween healthy and pathological gait using supervised neural netvorks, and that such a
map also gave a reasonable evaluation of the gait pattern itself They chose to use the
FFT, rst of all since the amount of data received depended on the duration of each step,
but also because it reduced the amount of data considerably, sine they only needed to
use the rst 64 Fourier-coef cients from each dataset during th e training process of the
SOM.

Tanawongsuwan and Bobick has performed a research on how pamaeters such as
stride length and cadence varies at different gait speeds [67]. This is an interesting and
important work due to the fact that most gait recognition methods requires constant and
natural gait on level ground etc. to work properly, and often f alil if these requirements
are altered. There are also other works that look at how the gdt changes during various
walking speeds [32, 41]. The process of recognising persons in [67] was performed by
a nearest neighbour algorithm with the Eucledian distance. This digance was also cal-
culated by Mowbray and Nixon [48], who tried to model the periodic de formation of
the gait. They used Fourier descriptors and the Eucledian distane to detect differences
between different classes of gait.

Nadeau et al has performed a research on how climbing stairs differs from normal,
level walking at healthy persons aged over 40 [49]. The result from this work, was the
discovery that while the gait speed in average decreased from 1,6%- to 0,467 and the
cadence decreased from 105,3;%‘;5— to 93,6%‘?—, the gait cycle period increased from
1145ms to 1304ms. A similar study was performed by Stacoffet al [64]. They looked at
how stair walking changed with age.

SPressure sensitive boards are mounted in the oor, and are capable of detecting he forces used when
walking on them.

6Source: )

“Harmony and proportion in motions, as of a well-managed horse [1913 Webster].
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2.2 Work Related to Motion Capturing

Research in the eld of context sensitive technology has grown mapidly. These technolo-
gies tries to determine in which context a particular item is being used (indoor, outdoor,
while moving, etc). Such research often makes use of data accued from accelerometers,
and the chosen methods for analysis is therefore relevant for ths research. A list of some
of the work in the area of motion capturing is therefore presented.

Hinckley et al tested different methods for user interaction on a PDA [28]. Among
other things, they tted the PDA with a dual-axis accelerometer to detect how the user
held the device. Calculating the magnitude of a Fast Fourier Trarsformation (FFT) in
both directions at 10 Hz and a time window of 32 samples, they were able to detect
walking.

Schmidt et al performed a similar experiment to Hinckley one year earlier, where
they measured data from 8 different sensors to detect in which cotext they where used
(laying on a table, held in hand, in a suitcase etc.) [60]. Among the sensors where two
accelerometers. Due to the dif culties of analysing and mapping data from 8 different
sensors, they started their analysis by clustered the data usindhe Self-Organizing Map
[35, 36], which is suitable for noisy conditions. Their analysis process was performed
off-line after the data was sent to a computer to detect the different contexts the device
was used in. They also calculated the average, standard devi#@bn, quartile distance, base

frequency and rst derivative of the data from the accelerometers.

The use of accelerometers and gyroscopes has been popular, thoin context sensitive
technology, but also in other elds of motion capturing. Welch a nd Foxlin have described
different technologies for motion capturing, and describes the use of three accelerome-
ters and three gyroscopes as [70]

“[...] the closest thing to a silver bullet among all ammunition technologies [...]"

With this, they think that even though such a device does not exist bday, combining
three accelerometers and three gyroscopes on one single chip wdd be very close to an
imaginative magical device with very strict regulations:

2 ]t should be the size of a transistor.
2 No other parts should be mounted in the environment or on the user.
2 |t should track all six degrees of freedom.

2 |t should have a resolution better than 1mm in position and 0.1 degree in resolu-
tion.

2 |t should run at 1,000Hz with a latency less than 1ms.

2 |t should not need a clear line of sight with its subject or anything else.
2 |t should not be affected by sound, light, heat or magnetic eld s.

2 |t should track its target no matter how far or fast it goes.

2 |t should run without wires for three years on a coin sized battery.

2 |t should cost less than $1.

These regulations are created with positioning technology in mind, but most of them
are relevant for other means of motion capturing. A device like the one described would
indeed be a very suitable device for measuring a person's walking pttern, but until it is
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available on the market, a similar device must be created manualy. Verplaetse [68] rec-
ommend using accelerometers capable of measuring acceleratits of § 10gwhen measur-
ing the foot's movements. He performed a test where a shoe tted with an accelerometer
was measuring the accelerations of normal gait, and achieved reslts ranging between
0.19 and 6.57g, where almost all recorded accelerations whee located around the mean
of 1.59g.
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3 Theory

3.1 Biometric Authentication

Authentication from an information security point-of-view is the pr ocess of con rming
the identity of a human being. The use of biometric features for authentication purposes
is only one of three approaches. The other two are the use of hadware tokens like smart
cards, keys and other items a usehas while the last is the use of passwords, pass-phrases
and other secrets a usekknows The use of tokens and passwords has long been the most
commonly used method for authentication, as the technology needed to measure the
biometric features has been large and expensive. In recent yearghough, this technology
has become more compact and fallen dramatically in price. It hastherefore been used
more and more often as an alternative form of authentication, often in combination with
passwords and tokens. Biometric authentication uses one of seval different biometric
features to determine a person's identity. Some of the most fregiently used features today
are ngerprints, face, voice and iris [55].

To authenticate a person, two actions are necessary. First, theiser has to beenrolled
This requires the user to register his identity and the biometric feature he want to authen-
ticate himself using. In a ngerprint system, this would be to regist er one or several of
his ngerprints using a ngerprint reader. The system would then s tore a template of the
ngerprint. This is a digital representation of the ngerprint, whe re its unique features
have been identi ed and extracted.

When the enrollment has been performed, the user is known to the system. The
next action would therefore be an authentication attempt. This could either been done
through identi cation or veri cation . During a veri cation attempt the user will enter his
identity along with his ngerprint. The system will then compare this ngerprint with
the pre-stored template for this user; i.e. a one-to-one compaison. If an identi cation
attempt is performed, the user will only enter his ngerprint, an d the system will check
this with all the ngerprints in the database; i.e. a one-to-many ¢ omparison. A graphical
representation of the authentication process is shown in Figure 31.

The result from a comparison between two templates will yield in a matching score
which will be an indication of the similarity between the two compared templates. The
system will have a presetthresholdvalue determining how large this matching score must
be for two templates to be recognised as identical. The accuracyf the system will de-
pend on the threshold value. A small threshold value will tolerate a low similarity score,
thus resulting in situations where two different persons might be recognized as the same
person by the system; afalse acceptanceA high threshold value will only tolerate high
matching scores, which might result in enrolled persons not beingrecognized by the sys-



Using the Human Gait for Authentication

Enrollment
Template
Name/PIN > ome W
5D | S ) [ s
_— extractor
User Interface
System DB
Verification
Claimed
S
Name/PIN > identity W

q Feature Matcher
K extractor (1 match)
t
1 template

User Interface :

True/False System DB
Identification

Q Feature D Matcher
q extractor (N matches)
o M templates

st >
System DB
User's identity or
User Interface "User not identified”

Figure 3.1: An illustration of the differences between the enrollment, veri cation and identi ca-
tion process. Source: [43].

tem; a false rejection These are the two basic errors of any authentication system. The
amount of false acceptances and rejections compared to the ttal number of authentica-
tion attempts on a system is known as thefalse acceptance ratFAR) and false rejection
rate (FRR). Using these rates makes it possible to compare the strers of different
authentication systems.

3.2 The Human Gait

One of the rst studies of the human gait was made in the early 1900s when Marks [44]
described how the process of walking could be divided into a serie ofphases and looked
at how various prosthetic designs of an amputee gait affected thse phases.

Today, we divide the human gait into gait cycleswhich are de ned as the period from
an initial contact of one foot to the following initial contact on the same foot [7, 13].
This period is possible to divide into three main tasks, which again is posible to divide
into eight phases as illustrated in Figure 3.2. The rst task is a weight acceptancgeriod,
which involves an initial contact phase and aloading responsghase. During this task,
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Figure 3.2: A complete gait cycle with its three tasks and eight phases displayed. Sowe:
(Last visited 09052005).

one foot is placed at the ground and the body weight is shifted to maintain stability and
absorbing shock. The second task is aingle limb supporttask consisting of amidstance
phase, aterminal stancephase and a transition to the preswingphase. During this task,
the contralateral foot is swung forward while the body weight is m aintained on the stable
foot. The last task is the limb advancementconsisting of the preswingphase, theinitial
swing phase, the midswing phase and the terminal swing phase. During this task, the
previously stable foot leaves the ground, shifting the body forward.

The study of identifying humans by their gait started in the eld of ps ychology back
in the 1970s. One early discover made by Cutting and Kozlowski [15 described how
friends and family members could recognise each other by the waythey walked, even
if they only where observing light re ecting markers attached to several strategic parts
of the walking person. A similar study was made by Johansson at narly the same time
with similar results [30]. Both studies also showed that determining the gender of the
walking person was fairly easy even if the observer was not familia with him.

The rst attempt of automatically gait analysis was probably performed in 1994 by
Niyogi and Adelson [53]. They described how changes in a 2 dimensionalvideo footage

of a walking person could be analysed.
Lee and Grimson has also performed some research on how to ideify persons based
on video image capturing [39, 40]. They de ne gait as

“[An] idiosyncratic * feature of a person that is determined by, among other things, an
individual's weight, limb height, footwear, and posture combined with charact eristic
motion.”

They also extends this de nition to include

“[The] appearance of the person, the aspect ratio of the torso, the dothing, the
amount of arm swing, and the period and phase of a walking cycle.”

Using these two de nitions, it is clear that gait might be usable to ide ntify persons.
Although all humans move in the same basic pattern there are indivdual details in the
relative timing and magnitudes of the motions. These variations hawe been studied much
in clinical gait analysis, which in most cases tries to distinct pathological gait from normal
gait, and not to identify humans [9].

10f peculiar temper or disposition; belonging to one's peculiar and individual character (1913 Webster).
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Recently, kinematic gait analysis has also been used in forensics. e murderer of
Swedish Foreign Minister, Anna Lindh was identi ed, partly based on analysing gait data
from surveillance cameras [20]. Earlier on, Lynnerup and Vedel [42] described a case
where a similar procedure had been used to identify two bank robbes in Aalsgarde,
Denmark. Also in the Norwegian NOKAS robbery, one of the suspes was identi ed,
partly based on his physique and gait [25, 24]. Results from such andysis have not yet
been re ned in such a way that it can be used as evidence, but it mightbe a very strong
circumstantial evidence.

The human gait has the advantage compared to other, more traditonally used bio-
metric features, that it is not left behind, like for instance a nge rprint or a signature is.
If the gait is measured using motion capturing, it is neither possible to capture using a
digital camera, like the face. Therefore, the gait should be moredif cult for an adversary
to forge and hence, be a more secure method for authentication under certain situations.
The human gait has also some disadvantages compared to the morgaditional authenti-
cation methods. It's biggest weakness is that it is not as stable amany other biometrics.
A change in footwear or clothing might disrupt the gait enough to hin der a person from
being recognised by the system. Also, the gait differs whether theperson walks normally,
runs and walks up and down stairs. Analysing a person's gait basean video footage also
has the potential of misuse, since it is possible to recognise persawithout their knowl-
edge or approval. This could be incorporated into todays video suweillance systems to
recognise persons from a distance, which in worst case could resable an Orwellian so-
ciety [56]. However, this would very easy violate the Norwegian personal information
legislation [2].

There are an overwhelming amount of different kinds of gait a person is able to
perform. For simpli cation, this research focuses on what is de n ed asnormal walking;
walking at your normal walking speed along a at surface. The average normal walking
speed is at 1,327, which gives an average of 60 gait cycles each minute [13].

As a summary, one can recall Lee and Grimson's de nition and remenber that the
human gait consists of many different elements which are characeristic for a person.
The problem is to detect these features and analyse them in a way \ich will give a
adequate result. It is also important to remember Tanawongsuwan and Bobick's work
[67] and how the gait changes during different walking speeds and over time. These
are the two main challenges which must be overcome before the huan gait can be
an applicable method for authentication. However, one must also recall the potential
strengths such a method might have. It is not left behind like a latent ngerprint and
does not require the person's attention during the acquiring process. This research will
focus on measuring the legs acceleration during locomotion. Thee are however other
walking features which can be captured using motion detection. One of these features is
the angle of the foot, which might be possible to capture using a gyroscope.

12
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4 Choice of Technology

4.1 The Gait Collector

Throughout this report, the device used for collecting a persoris walking features is re-
ferred to as the Gait Collector. This is a device that was createddr this research that is
basically consisting of the following two components:

AVR Buttery: AVR is a family of fairly cheap and feature-rich micro controllers from

Atmel Corporation®. Their micro controllers are designed as Reduced Instruction
Set Computers (RISC), which mean they are small, cheap compwrs designed to
perform simple speci c tasks ef ciently. The size and price of these controllers
makes them very suitable for this project, where the gait device $iould be small
enough to be carried in your pocket or possible to attach to a leg without disturb-
ing the person in any way. For this project, the AVR Butter y [6] ha s been used,
which is an evaluation board equiped with a ATmegal69 micro controller [5] and
a whole serie of other usefull features, such as a 100 segmentCD display, a 4Mbit
data ash memory, a Real Time Clock 32,768 Hz oscillator, a 4-way joystick with
center pushdown button, a RS-232 level converter, a bootloader for programming
and a built-in safety pin so it can be hanged on your shirt.

ADXL202: The ADXL202 is a low cost dual-axis accelerometer from Analog Bvices’ ca-

pable of detecting acceleration up to § 2g, which should be suf cient for detecting

normal walking. The use of accelerometers for motion capturing is possible due to
the recent advances in this technology, which makes it more and meoe popular in

technologies measuring tilt, shock and vibration. The output from the ADXL202 is a
digital signal whose duty cycles (another name for the signal's puse width) are pro-

portional with the acceleration. The output from the accelerom eters are measured
in microseconds using the Gait Collector, and are referred to as lhe “acceleration
data” throughout this report. As a result of this, the acceleration terms used in

this report does not imply the classical de nition of . In stead, it is a measure
between 0 and circa 3000 that is proportional with the actual acceleration. These
accelerometers where chosen primary due to their low cost. Cosult Appendix A.2
for further description of the duty cycle outputs. Verplaetse's recommendation of
using 10g accelerometers [68] was not read prior to the purchase of the acelerom-
eters. These recommendations are however for attaching accerometers to a shoe

1

2The standard communication interface.

3
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and not to the leg. Data obtained using the Gait Collector shows hat during normal
walking, most of the registered values are in the range of § 2g. A range of § 10g
would in this situation most likely introduce inaccuracy.

Two ADXL202 accelerometers has been attached to the AVR Budt y's ATmegal69
micro controller. These two accelerometers are mounted at a rght angle of each other
such that they are capable of collecting acceleration data almg three orthogonal axes;
the vertical acceleration, which is referred to as the X axis in this report, the forward
movement, referred to as theY axis and the sideway movement, referred to as theZ axis.
Figures 4.1 and 4.2 shows the inside of the Gait Collector, displayimg the positioning of
the two ADXL202 accelerometers.

Figure 4.1: An overview of the inside of the Gait Collector illustrating how the two ADXL202
accelerometers (pointed out by the red circles) are soldered to the back othe AVR Bultter y.

Figure 4.2: A close-up of the two accelerometers, illustrating their positioning related to each
other.

A simpli ed electrical circuit diagram of the Gait Collector is shown in Figure 4.3. As
shown in this diagram, there are also provided an In-System Progranming (ISP) interface
for programming the Gait Collector, an external power connector and a RS-232 as a
computer interface. The software, which has been created for he Gait Collector is further
described in Appendix A.

14
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Figure 4.3: An electrical circuit diagram of the Gait Collector displaying how the AVR Buttery
and the two ADXL202 accelerometers are attached to each other.

The Gait Collector has been encapsulated in a plastic box measurg 5:4cm£ 8:2cm£
3cm. Some straps has also been provided to be able to attach the Gatollector rmly to
a person's leg. When attached, it appears as shown in Figure 4.4.

Figure 4.4: The Gait Collector attached to a person's leg in its ideal position just above theright
foot's ankle. The picture shows both the Gait Collector itself, the necessar external battery supply
and the strapping system used to attach it.

4.2 The Necessary Software

4.2.1 AVR Studio

Atmel has created a free and powerful development suite for their micro controllers,
called AVR Studio. Using this tool, it is possible to create softwae using the AVR ASM
language. It also provides the posibility of simulating the various micro controllers in
software, making it possible to debug the code before transfering it to the controller. It
also provides functionality for transferring the code to the micr o controller using several
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different interfaces.

4.2.2 WinAVR

Though AVR ASM is a powerful programming language, it gets compéx and dif cult
to maintain if the code is large. In that case, the programming language C is a better
choice. WinAVR (pronounced “whenever”) is a powerful, free tool for C programming on
the AVR micro controllers. It is part of the free software movement, and available from

. Integrated into the WinAVR distribution is also
the free text editor Programmers Notepad

4.2.3 Serial interfaces

Using the RS-232 interface, it is possible to connect the Gait Colletor to a computer.
This makes it possible to communicate with the device, ordering it to perform tasks like
to start collecting gait data or sending the obtained gait data to the computer. These
tasks can be done through any serial interface software, like Hy@rTerminal®, which is
integrated into Microsoft Windows. Another good software is Terminal by Bray®. This
program is also capable of storing the ouput from the serial port directly to le, and can

therefore be recommended for retreiving the acceleration datafrom the Gait Collector.

4.2.4 Matlab

To ease the process of data analysis, there was a need for predeed functionality for
performing as many of the necessary analysis operations as posdé The choice of soft-
ware therefore fell on the Matlab package from MathWorks®. This package is suitable
for developing both algorithms and applications for advanced mathematical operations
fairly simple compared to programming languages, like C/C++ or J ava.

4More info at
(Last visited 29062005).

5Available from (Last visited 08052005).
6
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5 Data Gathering

The data gathering process is performed by initiating the Gait Collector and then strap-
ping it onto a participant's leg. During initiation, the Gait Collector is simply told the
name or ID of the person participating in the experiment, whereas it starts to store the
acceleration data onto its data ash. The person can then partidpate in the experiment
by walking with the Gait Collector strapped rmly to the leg. Whe n enough walking data
has been obtained, it can be transferred to a computer for further analysis.

5.1 The Raw Data Format

The raw data from the Gait Collector are in the form of duty cycles as shown in Figure 5.1.
Here the length of AccX and AccY is a measure in microseconds proportional with the
acceleration. When these values are to be analysed, they are ansferred to a computer
and stored in a le.

: ,
' AccX '
. .
. .
. .
' ' T2X
' < : -
L] L] 1
Xout — ™ Te - T2Y -
< >
L]
J
Yout Accy L

Ta Tb Tc

Figure 5.1: The ADXL202 Duty Cycle Output inX and Y axes.

After the data has been stored to le, the headers and other umecessary information
must be removed from the le to make it readable in Matlab. By doin g this, all infor-
mation in the le except the time and raw data from the accelerome ters itself must be
removed. To ease the analysis process, the acceleration data Bected were the persons
did not actually perform walking was manually deleted from the le.

The gait data collected from a person is stored in three les; one le with the plain
raw data from the Gait Collector, one le with the headers remov ed to make it readable
in Matlab and one le where data, which is not collected during wal king, had been
removed manually. Examples are shown in Listings 5.1-5.3. Listilg 5.1 shows an example
output from the le alicel.log which contain raw data from Alice's rst gait attempt. As
shown here, it is possible to see when the gait attempt was perforned, who performed it,
and seven columns containing the output data from the Gait Collector. The Seccolumn
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contains the time in which the data was stored to data ash in seconds. It is meant to
be a reference point during reading, and does not correspond exatly to the time the
acceleration data was read from the accelerometers. The resof the columns are values
from the accelerometers' duty cycle outputs, as illustrated inFigure 5.1.

Listing 5.1: Example of content from the raw data le alicel.log

Terminal log file Date: 18.03.2005 - 09:48:45

alice

Sec AccX AccY AccZ T2X T2y T2Z
0 1412 1537 1158 3149 3286 3157
0 1534 1521 1280 3195 3271 3211
0 1421 1521 1167 3196 3258 3204

117 1459 1521 1205 3196 3272 3212
117 1458 1559 1204 3195 3296 3203
117 1408 1520 1281 3195 3257 3203

The le without headers is shown in Listing 5.2. This le is readable in Matlab.

Listing 5.2: Example of content from the data le alicel.dat

0 1412 1537 1158 3149 3286 3157
0 1534 1521 1280 3195 3271 3211
0 1421 1521 1167 3196 3258 3204

117 1459 1521 1205 3196 3272 3212
117 1458 1559 1204 3195 3296 3203
117 1408 1520 1281 3195 3257 3203

The le only containing acceleration data is shown in Listing 5.3. The acceleration
data is organised in this way to ease the analysis process. By removinall data except
the data containing walking features, it is not necessary to creae methods for extracting
these data automatically, which could increase the bias in the nal data analysis. By
organising the collected data into three les as illustrated here, it is possible to map the
values from the different columns to the attributes they represent. It is also possible to
discover exactly when the measurement was performed.

Listing 5.3: Example of content from the data le alicel_.log which only contains gait data.

36 1053 1217 1611 3196 3272 3196
36 900 1369 1497 3234 3280 3196
36 711 1369 1725 3196 3234 3196

92 1001 1483 1648 3195 3271 3195
92 1015 1331 1687 3196 3288 3196
92 1053 1293 1649 3196 3272 3196

5.2 Noise and Biases During Data Gathering

There are basically three sources to bias during data gatheringThese sources may cause
reliability and validity problems in some extent. As de ned in [12], re liability problems
are the problems that will prevent the Gait Collector from yieldin g the same results after
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repeatable measurements using the same person. Validity prol@ms, on the other hand, is
related to whether the Gait Collector actually measures whatit was intended to measure.

5.2.1 Hardware and Software Related Problems

These problems are partly related to the hardware of the Gait Wllector and its assem-
bling. Such problems will give systematic errors, and therefore gve the Gait Collector
less reliability.

Accelerometer wrongfully oriented:  Positioning the two accelerometers atexactly a
right angle on each other is practically impossible with ordinary soldering equip-
ment. They will therefore not represent a perfect system of coadinates as shown
in Figure 5.3. However, if they are mounted with enough precision, it should be
suf cient to detect the characteristics of a person's movement

Data not being time correlated: The acceleration data is collected simultaneously in
all three axis at the same time, as shown in Appendix A.2. The accearation data is
therefore not collected with equal time intervals, but such a method of gathering,
makes it possible to collect data from all three axis at almost the same time.

5.2.2 Attachment Related Problems

These problems are related to the attachment of the Gait Colletor. Such problems might
result in the measurement of where the person has attached the Gait Collector rather
than how the person walks. It therefore gives errors in the Gait Collecta's validity.

Prototype design: The prototype has been designed with functionality in mind, which
has been on the cost of comfort and size. As a result, it need 4.5 elts external
power supply consisting of three AA batteries to collect gait dat. This makes the
Gait Collector a bit heavy and not very comfortable to wear, and makes it dif cult
to attach without moving to much along the leg while walking.

Gait Collector mounting: The Gait Collector is mounted to a person's leg using straps.
Even though care is taken to mount the Gait Collector as rmly as possible, it is
impossible to prevent it completely from moving during locomotion . This is due to
the Gait Collector's size, straps and the fact that the skin itseflis moving at a certain
level.

5.2.3 Thermal Noise

These problems are related to how heat in the Gait Collector's nicro electronics might
cause wrongful measurements. This will mostly be a problem in vdidity, since the output
from the accelerometers will vary both with the temperature and the acceleration.

Static noise: Even though the Gait Collector is placed stationary on the grourd and not
moved, it is a certain degree of difference from one measurement b another due
to static disturbance. The level of static noise is however fairly easy to measure by
placing the Gait Collector stationary on the ground. Figure 5.2 illustrates the Fast
Fourier Transform of data collected when the gait Collector was placed stationary
on its side. Even though this noise is affecting the results from theanalysis, mea-
sures for reducing the level of static noise was not taking into acount during this
project. What is interesting here is the dominant spike at roughly 0:8Hz. Not much
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work has been done trying to determine the cause of this spike, but it might be
related to the sampling frequency of circa 16 samples each seaud.
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Figure 5.2: The graphs shows the degree of static noise affecting the data collected sing the Gait
Collector. It shows the FFT transforms of the resultant vector when the Gé Collector is placed
stationary on the ground with the X-axis accelerometer facing upward (red) and downward (blue)

The green curve shows the FFT transform of typical walking data. The noisén Y and Z axis shows
similar tendencies.

5.3 An Overview of the Obtained Data

Data collected using the Gait Collector results in accelerationdata in the three axesX, Y
and Z as shown in Figure 5.3. To gain a better understanding of what to look for in these
data, more details regarding the information provided by the raw d ata itself is necessary.

X-axis: The acceleration data in the X-axis will re ect the acceleration provided by the
rising and lowering of the foot. It will show a downward spike as the foot leaves

the ground, as well as an upward spike direction as the foot reactes its highest
point as it is moved forward.

Y-axis: Assuming the person walks with constant speed, the acceleratio in Y-axis will
not be affected by the speed of the person. This acceleration wilmerely be a re ec-
tion of the foot moving forward during the single limb support phas e, resulting in
a small spike when the foot touches the ground. It will also to some extent re ect
the acceleration of the foot moving forward.

Z-axis: The acceleration in Z-axis will re ect the sideways motion of the foot during
movement. This will not re ect any large accelerations, but since this movement is
not a strictly necessary movement in the same extent as the mowments in X and Y
axes, theZ axis movement might have a larger level of individual characteristics.

As data is collected using the Gait Collector, the various charateristics of a person's
movement can be made visible by displaying them in graphs. Graphicalisualisation is
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Figure 5.3: The Gait Collector attached to a leg with the three acceleration axes distayed. Also
note how these axes are oriented compared with the physical axes.

also useful for illustrating the changes in time when applying some of the methods for
analysis described later in Chapter 6, like the calculation of the resultant vectors and
their the ® and = angles (Section 6.3.1).

A typical dataset's resultant vectors and their orientations areshown in Figure 5.4. As
shown, the data is fairly repeatable over several periods. BenAdelader et al [9] claims
the same thing in their report when persons are walking under the same conditions. By
studying these periods closer, a more thorough understanding ofhow the foot is moving
during a gait cycle is achieved. This is shown more closely in Figure %, where acceler-
ation data from three gait cycles are displayed. Remember that thoughout this thesis,
the term “acceleration” does not imply the classical notation of J. It is the duty cycle
output from the accelerometers, which is measured in microsecomls, and is proportional
the acceleration. Consult Appendix A.2 for a more detailed desciption of this output.

A more detailed image of how the foot itself moves during one of the gait cycles is
shown in Figure 5.5. The terminology used in this illustration is explained in Section
3.2. This illustration is an attempt of mapping the foot's movement with the various
uctuations in the X and Y axes acceleration data. As this mapping was not a major
part of this project, it have not been validated. However, it gives an indication of which
motions are associated with which parts of the obtained data.
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Figure 5.4: Shows the data gathered from the Gait Collector compared with the calculated resul-
tant vectors and their orientation with the Gait Collector's data over circa 900 measurements, or
roughly a time period of one minute. As shown, the foot moves in a fairly stable manner over time.
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Figure 5.5: Shows the data gathered from the Gait Collector over three gait cycles compad
with the calculated resultant vectors and their orientation with the Gait Collector's data. How the
resultant vectors and the® and ~ angles were calculated are shown in Section 6.3.1.
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Figure 5.6: Shows how the foot itself moves during a gait cycle and how this corresponds withthe
X and Y axis acceleration data. The foot with the Gait Collector attached is coloured bown. The

various phases of the gait cycle is described closer in Section 3.2. The walkinggrson is borrowed
from (Last visited 09052005).
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6 Data Analysis Theory

This chapter proposes several methods that might be usable to gepare and analyse gait
data in a manner that will help determine whether two datasets belong to the same
person. Most of the methods described in this chapter were succssfully used by others
performing gait analysis, though not on the same kind of data as hasbheen obtained
during this project. An overwhelming amount of available method s for signal processing
and data analysis which might be applied to this research. However,it is possible to
organise them into the following four categories:

Data pre-processing methods: When examining the output from the Gait Collector, it
is not particularly structured. The pre-processing methods al have the purpose of
simplifying the data by reducing noise and other irregularities, clustering data or
similar. This is a necessary step to ease the later process of corapng datasets. It
will help overcome some of the limitations in the raw data, and give new infor-
mation regarding how the Gait Collector and the leg it is attached to move during
locomotion.

Data analysis methods: After applying one or several pre-processing methods, the pro-
cess of analysing data to detect distinction and behaviour can begin This will dis-
tinguish one person from another.

Comparison methods: After the data analysis has been performed on two different
datasets, the result will be two arrays of values representing he gait characteristics
of the persons which are analysed. The task is now to compare thestwo datasets
to nd differences and equalities among them.

Similarity detection methods: The previously described methods for data comparison
gives a vector representation of the similarity between two datasets. The big ques-
tion is then how to get one single number out of this vector, which wil | tell some-
thing about the similarities in the two datasets. This value can be canpared with a
pre-de ned threshold value to determine whether or not they t he two datasets are
from the same person.

6.1 The Framework for Data Analysis

To make the process of analysing the collected acceleration da more structured, a
framework is needed. This prevents a blindly us of the methods that look most suitable
without really being able to compare the results from the differ ent methods afterward.
Such a framework will also make it possible to obtain valid and reliable FAR and FRR
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data for the various analysis methods. The whole framework conssts of a series of oper-
ations as illustrated in Figure 6.1 and described below:

Raw data from participants
Alicel Alice2 Bobl Bob2 Evel Eve2
X|Y |z X|Y|Z X|Y|Z X|Y|Z X|Y|Z X|Y|Z

— e

Pre-processing 2.
Analysis 3.
Comparison 4.

v

Matching Score
Calculation

Figure 6.1: The framework for analysing data collected using the Gait Collector to detemine
whether two datasets belong to the same person. All proposed methodsdr analysis described in
the following chapters follows this framework.

1. Obtain two sets of gait data from a number of different persons.

2. Select one or more methods for pre-processing the data, andapply these to the
datasets.

3. Select a preferred method for data analysis, and apply it to eaxh of the pre-
processed datasets.

4. Select a method for data comparison and apply it to each possile permutation
of two datasets from the analysis process. This will give a serie of amparisons.
Some of them are comparisons of the same person, other are congrisons of two
different persons.

5. Select a method for detecting the result from the comparisors, and use this method
to obtain a similarity score from each comparison. This score will tdl whether a
certain combination of data simpli cation, data analysis and data comparison is
capable of detecting whether or not two datasets belong to thesame person.

6.2 False Acceptance Rate and False Rejection Rate Calculation

The previous section has proposed a framework that was used to reate a structured
way of analysing the gait data. To determine which of several different data analysis
methods is the most suitable the FAR and FRR were calculated foeach of the methods.
Though the experiments described later in this report are not of alarge enough scale
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for a thorough quantitative estimate of the FAR and FRR rates, tley are used to give a
preliminary impression of the extent of acceptances and rejectsachieved in a given situ-
ation. Throughout this thesis, the FAR and FRR rates are calculed based on O'Gorman's
de nition [54]. He de ne FAR in a ngerprint authentication system as

“[The] ratio of the number of instances of pairs of different ngerprints found to
(erroneously) match to the total number of match attempts.”

while FRR is being de ned as

“[The] ratio of the number of instances of pairs of the same ngerprint foun d not to
match to the total of match attempts.”

Based on these de nitions, the FAR is being de ned by the formula

Number of false acceptances

FAR= A
Total number of comparisons (6.1)

while FRR is being de ned as
FRR Number of false rejections 6.2)

" Total number of comparisons

If the FAR and FRR rates for a series of threshold values are obtned, it is possible to
plot these rates as aReceiver Operating Curv@ROC curve), where one axis displays FAR
rates and the other displays FRR rates. A typical ROC curve will fam an “elbow” toward
the origin. Based on such a curve, it is possible to make tradeoff deisions regarding what
FAR/FRR values that is desirable for a system. Figure 6.2 illustrées a typical ROC curve.
It shows the results from Bobick and Johnson's gait research [11 where they performed
gait recognition based on video images. Such ROC curves will be prested for each of
the performed experiments as an indication of the relations between their obtained FAR
and FRR values.

The ROC curve from Bobick and Johnsons research
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Figure 6.2: A ROC curve illustrating the results from Bobick and Johnson's gait researie [11].
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6.3 Possible Data Analysis Methods

This section will briey list several different methods for perfor ming data analysis on
the gait data. Some of the described methods were combined into n& gait analysis
methods and tested in three experiments. Other methods where pstponed due to the
limited time available, or they did not suit the scale of the experiments. How the various
analysis methods were combined are explained in Chapter 7, while tle results from the
experiments are described in Chapter 9.

6.3.1 Pre-processing Methods

These methods are meant to simplify the raw output from the Gait Collector and remove
some of the noise and irregularities that exist in this output.

Resultant Vector Calculation

The raw data from the Gait Collector can be analysed without any further manipulation,

but it has some weaknesses. For instance, the output from the vaous accelerometers
will vary depending on how the Gait Collector is oriented on the leg. To overcome this
problem, it is possible to calculate the resultant vector of the Gait Collector's output.
Since the accelerometers are mounted at a straight angle to edt other, it is possible to
treat the acceleration data as the vectorsx, y and z. Then it is possible to re-compose

H]
them into one vector, lej using Pythagoras rule twice [19]:

9 p
j= x2+y2+ 22 (6.3)

Later in the thesis, this vector is referred to as theXYZ resultant vector. This method
for determining the length of a vector applies also to the resultant vector for only two of
the acceleration vectors as well, likey and z:

i P
Voi=" y2+ 22 (6.4)

Later in the report, this vector has been referred to as the YZ resultant vector. In
addition to S|mpl|fy|n1g the data analysis part to only treating one set of data, it also has
the advantage that JVZ j should not be affected by the orientation of the Gait Collector.

This should only affect its orientation with the horizontal and ver tical plane of the Gait
Collector; the angles® and ~ as shown in Figure 6.3.

Calculating the Resultant Vector's Orientation

Figure 6.3 shows how the resultant vectorj\!/lj is oriented with the Gait Collector's axis.
During locomotion, this vector will change its orientation as the le g with the Gait Collec-
tor attached accelerates upwards and downward, forward andbackward, and sideways.
These changes in orientation are re ected by two angles; the® angle, which represent
JVljs orlentatlon with the horizontal plane of the Gait Collector and the ~ angle, which

represent JVljs orientation with the vertical plane of the Gait Collector. Once the XYZ
resultant vector has been calculated, as shown earlier in this sction, the ® angle can be
found using the formula

"oy

V4
. (6.5)
b,

®=sin !

Similarly, — is found using the formula
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Figure 6.3: How the acceleration in X, Y and Z axis can be re-composed into two resultant vectors.
It shows how these vectors are oriented relative to the Gait Collector.

“=sint X (6.6)
1
In these equationsx and z are raw acceleration data from the Gait Collector in the X
and Z axes.

Autocorrelation

Autocorrelation is a function which detects non-randomness in daa, and is capable of
nding appropriate time series if the data is non-random [51]. This is a m ethod used by
BenAbdelkader et al [9], when they looked at how stride * and cadence could be used
to identify persons. Although their study was based on kinematic video data and this

thesis covers kinetic acceleration data, the use of autocorreldaon might be relevant. The

autocorrelation ry for a signal Yi;Ys; 5 Y, at the time Xg; Xz;::5; X, at the time k is

de ned as [51]:

P . — _
_ (i M- V) 67
iNzl(Yi - Y)2
Neural Networks and Kohonen's Self-Organising Map (SOM)

Neural networks are inspired by how biological nervous systems, ike the brain processes
information. They are trained for tasks, like pattern recognition or data classi cation
through a learning process much like people learn to perform tasks. Through this process,
the neural network is learning how to match a serie of input patter ns to a known output

1The distance covered by a step (WordNet).
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pattern. It uses this information later to match more complex and new input patterns to
unknown outputs. Neural networks were used by [66] to classify gait patterns. For more
information on the subject of neural networks, consult [31, 65, 71].

Kohonen's SOM [35, 36], often referred only to as the Self-Organising Map, is a vari-
ant of the neural network that performs unsupervised learning. It tries to detect an un-
derlying structure in the data, where nodes which are close to ead other in the dataset
interacts differently than nodes which are considered further apart. It takes the data from
different sensors and places them in a 2-dimensional grid to simplify the further analy-
sis, resulting in a representation of the data as a topological map This method has been
applied by [27, 33, 34, 60, 66] to detect differences both in data gathered by motion
detection devices like accelerometers, and in video data. Howeve most of the research
today uses the SOM to classify various kinds of gait patterns. It las not been used much
to authenticate persons. Figure 6.4 shows how Kohle and Merkl tassi ed various gait
characteristics in a SOM [34].

Figure 6.4: An example showing how Kéhle and Merkl [34] were able to classify various gait
patterns using a SOM.

Principal Components Analysis (PCA)

PCA is a technique for simplifying a data set by transforming it to a new coordinate
system. This is done such that the greatest variances in any of the atasets lies on the rst
axis, the second greatest variance on the second axis and so 8nA similar method was
applied by Chellappaet al [21, 73]; they used eigenvector analysis to recognise human
facial images. This method was derived even further when Huanget al used eigenvecto?
analysis along with canonical space transforms to perform gait aralysis based on video
capture [29] as shown in Figure 6.5. A similar analysis was also made ly Nixon et al
[52].

2Source:
3A vector of a linear operator that gives a scalar multiplied with itself when it is b eing operated by the
operator ( ).
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Figure 6.5: An example showing how Huang et al were able to use PCA and canonical space
transforms to recognise the walking pattern of various people [29].

Hidden Markov Model (HMM) and Dynamic Time Warping (DTW)

HMM [59] is a statistical model which treats the system as a Markov process, trying
to determine a set of unknown, hidden parameters using observedparameters. Such a
model is suitable as an input for further pattern recognition anal ysis. HMM is also a much
used method during speech recognition, often in combination with the Dynamic Time
Warping (DTW) method, which adjusts speech signals of differentspeeds such that they
can be compared more easily [18, 74]. The problem with HMM for this project, though,
is that the model requires a prede ned Markov chain of various states as shown in Figure
6.6. Each state has one or more transitions to other states with aspeci ¢ weight that is
representing the probability of transiting between these states Creating such a graph
would require more resources than what was available for this project. A DTW analysis
of gait data was applied in Sethuraman and Prem's patent of an aubmatic gait detection
system [61].

Figure 6.6: An example of a Markov chain with ve states and several transitions between these
states [59].

6.3.2 Data Analysing Methods

These methods are meant to nd characteristic behaviour in the cdlected gait data and
thence detecting features which to some extent will be distinct from one person to an-
other.
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The Fast Fourier Transformation (FFT)

The FFT is based on a discovery made by the French mathematician da-Baptiste Fourier.
He proclaimed a controversial theory in 1807 that any periodic signal can be represented
as a sum of enough sinusoidal waves with proper phase and amplitué [63]. The FFT is
based on this theory. It is a faster version of the Discrete FourierTransformation (DFT),

which takes a discrete signal represented in the time-domain and tansforms it into a
discrete signal represented in the frequency-domain. The Fouriertransform is therefore

a very suitable method for discovering the frequency of a signal luried in noise, as shown
in Figure 6.7.
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Figure 6.7: The upper graph shows the signal sirf2%50) + sin(2%120} + sin(2¥350}, which has
been altered with random noise. The bottom graph shows the FFT applied to this sigmal, detecting
its amplitude as three distinctive peaks at 50, 120 and 350Hz.

The DFT is de ned by the following following formula, where X, ;:::;X,. 1 are com-
plex numbers:

U 1
fj = xy el 2%=n )ik j=0;:5n- 1 (6.8)
k=0

Applying this formula to an input signal will give its representation a s harmonics of
different frequencies. The FFT is therefore a suitable tool for breaking one signal into
more simple, consistent signals. Note that the results from an FT can vary dramati-
cally depending on the number of measurements it covers and thenumber of periods in
the signal which is represented, as shown in Figure 6.8. One must alo make sure the
signal's spectrum is entirely below % (also known as the Nyquist frequency), since the
sampling frequency must be at least twice the highest frequencycomponent, where f is
the sampling frequency. This is known as Shannon's Sampling The@m [62].

As shown in Figure 6.8, the results from a FFT transform is a symmaical curve. For
signal processing, it is often common to manipulate this curve to oy examine half of it.
However, for simpli cation, this has not been done throughout th is project.

The FFT of gait data has been used for analysis by [33, 34, 39, 60]. Nte that FFT is a
suitable transformation both for simplifying the data and to detect differences. It might
therefore be an ef cient method for data analysis.

Stride Frequency

The stride frequency is the basic information provided by the accekrometers. This can
be found by detecting two local maximum values in the X axis acceleration data. It
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FFT of cos(2pt/10) over 3, 6 and 9 periods FFT of cos(2pt/10) applying Shannons theorem
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Figure 6.8: FFT calculations of co§2%4t=1Q — (a) How the transformation changes when calcu-
lated over 3, 6 and 9 periods. (b) The transformation when applying Shannon's theorem [1].

will indicate two points where the foot with the Gait Collector atta ched is at its highest
point while being moved forward, and the time between two of such points will be
equivalent with the gait cycle time. One could possibly also calcuhbte the stride frequency
based on the acceleration data inY axis by looking at the peaks as the foot touches the
ground. However, by looking back at Figure 5.4, the Y axis data does not to appear
be as consistent as theX axis data. When two points have been obtained, the stride
frequency will be the number of measurements between these tvo points. If the number
of measurements captured each second is known as well, it is alsgpossible to get the
base frequency in seconds.

The calculation of the stride frequency was part of Davis' process of nding differences
in children and adult walking styles [16].

Gait Cycle Time

The calculation of gait cycle time was one of several biometric featires measured by
Davis and Taylor [17] to recognise human walking, and is one of the most fundamental
descriptors in the human locomotion. To detect the period of a gait cycle, we will rst
have to calculate the stride frequency as shown earlier in this sisection. The gait cycle
time T, can then be calculated in seconds by the formula

1

T = stride frequency (6.9)

Stride Length

Though Guta et al [23] do not describe the formula for detecting the stride length o r
the experiment where this discover was made in any close detail, tley claim there is a
strong correlation between the stride frequency and the stridelength. They also say that
the stride length increases with the stride frequency. In adition, Davis [16] claims it is
possible to distinct between children and adult walkers by looking at the stride frequency
and stride length together.

Average

When the stride frequency has been calculated as described eber in this section, one can
calculate its average. Schmidtet al calculated the average of the accelerometer output in
their research to detect whether the device that was used was Iging still on a table [60].
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Therefore averaging the stride frequency over a smaller time peiod might tell whether
the person is standing still, running or climbing stairs. It might als o to be integrated into
a process of verifying a person's identity.

6.3.3 Methods for Data Comparison

These methods are meant to take two sets of data and compare tbm. These methods
will therefore give an indication of how similar the two compared dat asets are.

Spectrum Subtraction

By rst calculating the FFT transform of two spectrums A and B and then sorting them by
their amplitude, it is possible to subtract the amplitude values from these two spectrums
as a measure of comparison using the formula

Diff ; = jAamp . - Bamp N (6.10)
Local Minima Detection

When comparing data from the same person, there will in most cass be several points
in the datasets with similar characteristics, while they will differ in smaller or greater
extent in other parts of the datasets. The parts with large similarities will therefore show

up as distinctive minimas in the result of a spectrum subtraction, asdescribed earlier in
this section. By using the polygamma functionto transform the dataset into its logarith-

mic domain, these minimas will be even more distinctive. The polygammafunction A is
de ned as the derivative of the gamma function j (x) by the formula*

d(log (i (x)))

A(x) = i (6.11)
The gamma function j (x) is de ned by the integral °®
Z1
i(x)=  t*letdt (6.12)

0

Figure 6.9 shows the results from two analysis processes; one wére two datasets
from the same person has been analysed, and one where gait datardm two different
persons has been analyses. As shown, there are a massive amouait local minimas in
the comparison of gait data from the same person.

As shown in Figure 6.9, there will be a lot of tiny peaks and minima in th e data, which
will disturb the local minima detection algorithm. It is therefore n ecessary to apply a
smooth lter on the data to remove these peaks. The “Moving Average smooth Iter” & in
Matlab is therefore used on the results from the polygamma fundion.

After smoothing the data, the local minima detection itself can be performed. For this,
the local minima function created by Serge Koptenkog was applied with a Iter value
of 35. The Matlab code for performing the local minima detection is listed in appendix
B. The results from this minima detection is a new dataset with 1's in the areas with
minimas in the compared graph and 0's elsewhere.

4Source: (Last visited
29062005).

5Source:

6Source (Last

visited 29062005).
“Available from
& (Last visited 06052005)
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Local minimas in data comparisons
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Figure 6.9: The amount of local minimas which occurs after a spectrum subtraction proess is a
possible method for analysis.

Euclidean Distance

The Euclidean distance is the straight line between two points in spae. Its formula is

de ned as:

U

g X
(Xn - Yn)? (6.13)

n=0
This method of analysis was performed by [48] to classify images andby [67] to
classify gait patterns. This method would both compare the two datasets and give a

similarity score. After such a method for comparing, any further similarity detection is
therefore unnecessary.

Analysis of Variance (ANOVA)

ANOVA is a collection of statistical methods which splits the obseved variance into differ-
ent parts. This method for analysis was used by Lee and Gimson [39] ¢ get the p-value.
By selecting all features with a p-value below a given threshold, they were able to rank
different gait features after a FFT had been applied to the data.

Mahalanobis Distance

The Mahalanobis distance is a statistical method based on the coglation between vari-
ables. It tries to nd the similarities between a known sample set and an unknown one.
It is somewhat similar to the Euclidean distance, but also uses thecorrelations of the
datasets. Given a set of value$ = (1;%,;%3;:::1 ) and the covariance matrix § for the
vector X = (X1; X2; X3; :Xp ), the Mahalanobis distance is de ned as:

q
Dv(x) = (x- *)% H(x- ) (6.14)

The Mahalanobis distance was used by Lee and Grimson [39] to mease the similari-
ties between two data sequences and to remove bias of parametarwith large variance. It

8Source:
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was also used by Davis and Taylor [17] to determine which class a give walking feature
would tinto.

Convolution

Convolution [63] is a mathematical way of combining two signals into a third signal.
The resulting signal will imply the amount of overlap between the two signals. Given the
two functions f and g, the convolution between the two functions is written f &g, and
de ned as®:

z

(fag)(t)= f(ea(t- ¢)de (6.15)

6.3.4 Methods for Similarity Determination

To be able to use the proposed methods in an authentication systemit is necessary to
get a similarity score when two sets of gait data are compared. Themethods listed here
will take the results after two datasets have been compared aul return a score telling
how equal the two datasets are.

Area Calculation

The calculation of the integral of a curve will give the area between the curve and the
X axis given that all values in the curve are larger than zero. This satement is true if

the curve was calculated using the spectrum subtraction methal described in Subsection
6.3.3. Then the results will be an indication of how closely related these two datasets
are. The result will be 0 if the two compared datasets are compldely identical, and grow

toward in nity as they have lesser and lesser in common.

Standard Deviation

By calculating the standard deviation for a set of data from one o the three axes, it is
possible to tell whether there are movement in that direction. The size of the standard
deviation might also be distinctive from one person to another. This calculation was used
by Schmidt et al [60] to detect movement in a device tted with accelerometers.

Given a datasetxy;:::Xn , it is possible to calculate its standard deviation %.using the
formula1©: v

et 17 g
Ya= Ni:l(x.- X)? (6.16)

Interquartile Range

Sorting a dataset will make it possible to calculate the distance fom the values in the
rst quartile to the values in the third quartile, whereas each qu artile contains 25% of
the data. This might be distinctive from one person to another, but will also tell whether
the person is moving or standing still. Schmidt et al [60] used this method to determine
whether a device tted with accelerometers was lying still or being moved.

9Source:
1030urce:
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7 The Selected Data Analysis Methods

The previous chapter listed several different methods for preprocessing several sets of
gait data, analysing them, comparing the analysed data sets, and nally detecting a sim-
ilarity score. Though many of these methods has been used sucssfully in various re-
search, not all are as relevant for this research. There are seeral reasons for this. One is
that almost all previous research has been analysing kinematic meement from various
sources of kinematic video data. There has been very limited work @ identifying per-
sons based on kinetic acceleration data prior to this project. Theefore a vast part of this
research have involved making an assessment of which methods arthe most suitable to
treat the gathered kinetic data.

7.1 The Methods used for Data Analysis

This section describe how several of the previously described angsis methods were
combined using the framework from Section 6.1 to create methodsfor gait data analysis.
An overview of the analysis methods developed is shown in Figure 7.1

Figure 7.1: Athree illustrating the various methods developed for analysing gait data. The stippled
method was only performed in the preliminary experiment.

7.1.1 Comparing FFT of the Raw Data

These are the three simplest analysis methods, and therefore t most obvious ones to
start with. Using the terminology described earlier, the methods are as following:

Data pre-processing and analysis: None of the pre-processing methods are being used.
The FFT transform from Section 7.2 is respectively being applied ¢ the acceleration
data in each of the axesX, Y and Z. Each axis is analysed separately.

Comparison: The results from the FFT calculations are sorted by their amplitides,
and the spectrum subtraction method from Section 6.3.3 is applied to get a vector
representation of their similarity.
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Similarity score calculation: The area beneath the results from the comparison is cal-
culated using the area calculation method described in Section 63.4.

These methods consist of comparing the FFT for each of the Gait Glector's X, Y and Z
axis directly. Note that it is the acceleration in the Gait Collector'sXYZ plane that is being
analysed. This plane is not oriented in the same way as the physicaKYZ plane (recall
Figure 5.3 back on page 21). These methods are therefore vulneble for validity aws
due to the fact that how the Gait Collector is aligned while attached to a person's leg
will affect the measurement. Because of this essential weaknes it is not very applicable
method in real life unless the Gait Collector is encapsulated in sich a way that it can not
be attached to the leg in any other manner than the correct one.

7.1.2 Comparing FFT of the Resultant Vectors

These two methods are improvements of the direct comparison desribed in the previ-
ous section (Section 7.2) that tries to overcome the problem with the Gait Collector's
orientation. The methods are as following:

Data pre-processing and analysis: The pre-processing part of these methods involve
calculating the XYZ and YZ resultant vectors as described in Section 6.3.1. This
results in two methods for analysis. The resultant vectors are aalysed separately
using the FFT transform from Subsection 7.2.

Comparison: The resulting datasets from the FFT calculations are sorted bytheir am-
plitudes and the spectrum subtraction method from Section 6.3.3 is applied.

Similarity score calculation: The area beneath the resulting graphs from the compar-
isons are calculated using the area calculation method from Setion 6.3.4.

Someone might ask why looking at the YZ resultant vector and not the XY and XZ
resultant vectors? This is merely a question of time and resource. This would require
more resources than what were available for this research, sine all analysis methods
which are based on the resultant vector calculations would hawe to been performed on
the new resultant vectors as well. Therefore, the analysis of he XY and YZ vectors are
left open to future research. Who knows—maybe they will give evenbetter results than
the analysis of the YZ resultant vector?

7.1.3 Detecting Local Minima after Calculating FFT from Resulta nt Veector
These two methods are somewhat similar to the analysis of the resliant vector described
in the previous section. By studying the various graphs after theXYZ and YZ resultant
vectors were calculated one can observe a vast amount of spile or local minima in the
graphs where data from the same person are compared (as showipreviously in Figure
6.9). These minima occur in areas of the two sorted FFT transforns where parts of these
transforms have similarities in both amplitude and frequencies. When the transforms are
subtracted, these equalities show up as a serie of local minimas. Rough this observa-
tion is very interesting, there were not much time available to determine exactly why
these minimas occur. This is therefore left as an idea for further research. The methods
detecting local minima are as following:

Data pre-processing and analysis: The XYZ and YZ resultant vectors are calculated
as described in Section 6.3.1. The two resultant vectors are anlysed separately.
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After the resultant vector has been calculated, the FFT trasform from Section 7.2
is applied to each of the vectors.

Comparison: The resulting datasets from the FFT calculation are sorted by heir ampli-
tudes, and the spectrum subtraction method described in Section6.3.3 is applied.
Then the local minima detection itself can be applied. By using the bcal minima
detection from Section 6.3.3 the amount of spikes in the graphs ae detected. This
gives new vectors with 1's in the corresponding areas of the FFT ansform where
there are minimas and 0's elsewhere.

Similarity score calculation: The areas beneath the resulting vectors from the local
minima detection are calculated using the area calculation methad from Section
6.3.4. However, for the other described analysis methods, a smb similarity score
would equal great similarity. For this method, a large score will equal great similar-
ity. To make the results more consistent with the rest of the analysis methods, the
inverse of the similarity score is calculated using the equation

1
N imilarit = — £ 10;000 7.1
ew simiartly score Old similarity score (7.1)

The result was multiplied with 10,000 to avoid too small scores.

7.1.4 Comparing FFT of the Resultant Vectors' Orientation

The last three methods examines how theXYZ axis resultant vector changes its horizontal
and vertical orientation with the Gait Collector over time. The analysis is performed as
following:

Data pre-processing and analysis: The XYZ resultant vectors is rst calculated as de-
scribed in Section 6.3.1. Then the method for determining this resutant vector's
orientation is applied (which also is described in Section 6.3.1). These horizontal
and vertical orientation are further analysed separately. In addition of comparing
the orientation of the resultant vector. It was also attempted to combine the in-
formation regarding the horizontal and vertical orientation with t he information
regarding the length of the vector in a third analysis method. Here, the results
from the horizontal and vertical orientation are multiplied with th e XYZ resultant
vector itself to check whether this give a better results than ary of the three meth-
ods separately. The FFT from Section 7.2 is calculated for eacbf the three methods
to detect the frequencies of changes of the data over time.

Comparison: The resulting datasets from the FFT calculations are sorted bytheir am-
plitudes, and the spectrum subtraction method from Section 6.3.3 are applied.

Similarity score calculation: The area beneath the resulting graphs from the compar-
isons a calculated using the area calculation from Section 6.3.4

7.2 Graphical Example of Data Analysis

To ease the understanding of how the methods proposed in this chater were used dur-
ing data analysis, a step-by-step example of one of the analysis paesses is given. This
example shows a graphical representation of how the raw data fom the acceleration in
X axis from Section can be used to verify a person's identity throughdata analysis.
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The rst step in the process is to get a set of raw data from two different persons—
let's say from the two volunteers Alice and Eve. The datasetstsown in this example were
obtained as part of the preliminary experiment described later in Section 9.1. The gait
data collected from Alice and Eve represents their walking featires in X, Y and Z axes
and are shown in Figure 7.2.
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Figure 7.2: Raw gait data collected from Alice and Eve. The three graphs representshe leg's
acceleration in X axis at the top, Y axis in the middle and Z axis at the bottom as the two persons
walks for roughly one minute.

The FFT transform from Section is applied to the parts of the gait data representing
the acceleration in X axis and the results are shown in Figure 7.3. This transform shows
how the frequencies of the gait data's amplitude changes ratherthan how the amplitude
changes over time.
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Figure 7.3: The FFT transform has been applied to Alice and Eve'X axis acceleration data.

After the FFT transform has been calculated for Alice and Evethe resulting datasets
are sorted by their amplitude. By doing this the noise in the FFT transform is somewhat
reduced, and the smooth vectors shown in Figure 7.4 are achieved

After the FFT transforms has been sorted, they are ready to beompared. This is done
simply by subtracting the two curves from each other, and the result is shown in Figure
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The sorted FFT of Alice'sX axis gait data  The sorted FFT of Eve'sX axis gait data

Figure 7.4: The FFT transform for Alice and Eve's acceleration data has been sorted byheir
amplitude.

7.5. This curve is a representation of the similarities in Alice and Evés gait. By calculating
the area between this curve and the X-axis, it is possible to achieve score representing
how similar their walking pattern is. If their walking features were completely identical,

they would get a similarity score of 0. The comparison of Alice and Bve's walking features,
however are not completely identical. Calculating the area of their comparison gives a
similarity score of 690.03. Section 9.1 will later in this thesis show that when using this

method for comparing gait data from the same person, one will obtain values closer to
300, which indicates that a score close to 700 is a good score.

10"

10"

L 1 I I I I | !
0 100 200 300 400 500 600 700 800 900

Figure 7.5: The result after subtracting Alice and Eve's sorted FFT datasets fromach other.

This was a short introduction to the principle behind the data analy sis described ear-
lier in this chapter. Though there are some degree of variation in the various analysis
methods, they all follow these basic steps.
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8 Experiment Design

The process of determining which analysis methods that are the mossuitable was done
by performing three experiments as described in Table 8.1.

Preliminary Experiment
Motivation Chapter 6 describes a large amount of potential ways to analyselata
collected with the Gait Collector. This experiment was performed to
ease the process of designing the analysis methods described in Cha
ter 7.
Number of | Three persons participated.
participants
Experiment | Two sets of gait data were collected from each person. They wated
outline roughly 35 meters at a straight line, turned and walked back. Then
they waited roughly one hour for the next gait attempt. This gave a
total of 6 datasets to compare.
Large Scale Experiment
Motivation A more large scale experiment was performed to observe how the
methods designed during the preliminary experiment worked on a
larger set of gait data.
Number of | 20 persons participated; 9 female and 11 male.
participants
Experiment Each person made one gait attempt walking circa 35 meters, turnirg
outline and walking back. By looking for the delay in the acceleration data
where they turned, it was possible to manually split each datase in
two parts. Each of them were compared, resulting in 40 datasets
Since the Gait Collector was not removed from the persons' legde-
tween each of their obtained datasets, it was a possible validity pob-
lem. The analysis methods might detectwhere on the leg the Gait
Collector was attached rather than how the persons walked.
Long Term Experiment
Motivation This experiment tested how the developed methods worked on daa
collected over a longer period of time. This also made it possible b
examine the potential validity problem from the large scale experi-
ment.
Number of | Four persons participated.
participants
Experiment Each person made ve gait attempts over a period of one week. This
outline gave 20 datasets to compare.

Table 8.1: An overview of the three experiments that were performed.
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8.1 Rules of the Game

In order to get valid and reliable data for the experiments, a set of rules were de ned.
Not only did these rules create more reliable and valid data—they also simpli ed the
analysis process, since they made it possible to control some of #nfactors which might
have interfered with the results. The rules de ned for the experiments are as follows:

Information Registered: Some personal information were registered on the partici-
pants of the large scale experiment. This made it possible to detet whether per-
sons with similar physical characteristics have similar gait features To protect the
persons' privacy, their names were not registered—they only reeived a unique ID
number, so they could be distinguished from each other. The regisered information
was the persons' gender, height, weight, foot size and leg lengh.

Gait Collector Mounting: The Gait Collector had to be mounted in a similar way on
all participants. This implied mounting it on the right leg as shown in F igure 8.1. It
was mounted as close to the ankle as possible, and tighten rmlyenough to reduce
movement relative to the leg.

Figure 8.1: An ideal horizontal and vertical alignment of the Gait Collector to the foot. Th e Gait
Collector is attached at the outside of the right leg just above the ankle.

Walking Distance: The participants walked a total distance of roughly 70 meters. They
performed normal walking at a plane and tiled surface, walking h alf the distance
in a straight line, turned around and walked back.

Population: The experiments were performed using volunteers from the colege's cam-
pus. The majority of the subjects were in other words between 20and 40 years
old.
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9 The Performed Experiments and their
Results

As described in Chapter 8, three experiments were performed duing this project. The
results from each experiment are described in this chapter.

When the experiments are presented, they show how the similarity scores obtained
when comparing gait data from the same person relates to compaing gait data from
two different persons. There will almost always be occasions whee a comparison of
different persons will get better similarity scores than when comparing data from the
same person. This gives overlaps in the two groups as shown in Figer9.1, which results
in false acceptances and false rejects. By comparing the amourof such overlaps and the
FAR and FRR rates of a method, it is possible to determine which methd is more suitable
than the other. When the FAR and FRR rates are presented in thist@apter, the FRR rates
illustrates the rate of wrongful rejections given a threshold with no wrongful acceptances.
The presented FAR rates shows what rate of wrongful acceptaces the method would
yield if no-one were wrongful rejected. Figures 9.1 and 9.2 illustrates this concept more
clearly. The formulas for calculating the FAR and FRR are thooughly explained in Section
6.2.

Figure 9.1: A threshold value where no-one are wrongfully rejected, but many are wrongfully
accepted.

9.1 The Preliminary Experiment

Chapter 7 describe the various data analysis methods that were @ated during this re-
search in detail. The purpose of the preliminary experiment was tocreate these methods.
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Figure 9.2: A threshold where no-one are wrongfully accepted, but many are wrongfully rejected.

Because of this, the physical characteristics of the participantshat participated in the ex-
periment were not registered. The experiment was based on data ollected from three
different persons, each performing two attempts of normal walking. Throughout this sec-

tion, these persons have been namedilice Boband Eve The results from each analysis
method have been presented as follows:

A similarity graph where the vectors obtained after the data comparisons are ploted.
This shows how comparisons of the same person relates to compaons of different
persons. It is here desirable to have comparisons of different pesons clustered in
other areas of the graph than comparisons of the same persons.

A similarity table showing the similarity scores of each possible comparison of Alice,
Bob and Eve's gait data. This is shown in Table 9.1. Comparisons ohie same person
are grouped in the upper rows of the table, while comparisons of dfferent persons
are grouped in the bottom rows. If there are no overlapping in these groups for a
given method, it indicate a suitable method for analysis.

A FAR and FRR table where FAR and FRR values for the various methods are compared.

How these rates were obtained are explained in the beginning of thischapter. This
is shown in Table 9.2.

A ROC curve illustrating the relations between the FAR and FRR values for tte various
methods for all possible threshold values. It therefore illustrate what tradeoff that

has to be made when choosing the appropriate threshold for any gven method.
This is shown in Figure 9.13.
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Raw Data Resultant Vector Local Minima Orientation
X Y Z XYZ YZ XYz YZ Horizontal | Vertical | Combined

195.44 | 272.26 | 205.66 | 293.36 | 265.69 | 33.90 59.52 5.92 6.04 72.69

Data from the same person 266.8 | 278.73 | 458.4 348.8 | 311.14 | 40.98 64.94 7.62 6.68 120.65
620.96 | 385.82 | 542.39 | 599.39 | 503.48 | 47.85 76.34 13.16 11.66 228.88

388.89 | 301.34 | 212.24 | 605.24 | 537.22 | 51.81 | 42.55 3.82 7.16 28.87

397.45 | 395.04 | 268.26 | 777.47 | 696.06 | 57.80 | 52.91 6.22 10.46 44.21

436.92 | 480.24 | 298.73 | 781.0 | 788.22 | 58.48 | 62.50 7.69 11.86 92.47

511.25 | 500.74 | 421.08 | 919.49 | 929.04 | 59.88 | 66.23 7.73 12.73 108.79

529.78 | 850.25 | 827.04 | 1054.5 | 97451 | 68.49 | 74.63 8.80 12.87 152.9

Data from different persons 610.18 | 1078.1 | 893.68 | 1060.5 | 1132.7 | 68.49 86.21 10.52 13.86 164.71
628.03 | 1193.6 | 1005.2 | 1193.0 | 1320.3 | 69.44 96.15 11.06 19.43 180.84

690.03 | 1230.2 | 1260.4 | 1466.0 | 1465.2 | 90.91 98.04 11.80 19.67 272.75

823.64 | 1292.5 | 1286.6 | 1475.2 | 1590.3 | 96.15 | 105.26 12.51 20.11 337.26

851.79 | 1418.6 | 1294.6 | 1777.4 | 1860.1 | 105.26 | 138.89 15.44 23.56 381.45

1086 1563.6 | 1415.9 | 1896.8 | 1922.8 | 156.25 | 138.89 17.72 24.26 409.08

1186.5 | 1642.6 | 1671.9 | 2185.5 | 2192.6 | 200.00 | 217.39 20.98 24.40 501.33

Table 9.1: The similarity table showing similarity scores obtained by various analysis methods tested in the peliminary experiment. Small similarity scores is the
same as great equality for any given comparison. Results after comparing gaitiata from the same person is displayed in the upper rows, while results afer comparing
gait data from two different persons are displayed in the bottom rows. When a comparison of two different persons have given a better score than when omparing

data from the same person, it has beeremphasised. An ideal analysis method will obviously not have any of such overlapping.
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9.1.1 Comparing FFT of the Raw Data

As described in Section 7.2, these methods analyses the FFT of gaof the axesX, Y and
Z directly without any other methods for data pre-processing. This analysis is therefore
vulnerable to validity biases, since the Gait Collector's orientdion will affect the results

from the analysis.

Direct Comparison of FFT Data from X Axis Acceleration

The FFT of the movements inX axis shows the frequency of how the foot is moved up and
down during locomotion. As shown in the rst column of Table 9.1, there is a comparison
of data from the same person that gets a fairly large similarity scre. It is impossible to
tell whether this difference is due to Alice, Bob and Eve walking in a similar manner, or
because the Gait Collector was misaligned during some of the meagements.

Comparing Alice, Bob and Eves acceleration in X axis after applying FFT
10 T

T T
= Alice 1 compared with Alice 2

= Bob 1 compared with Bob 2

= Eve 1 compared with Eve 2

- \/arious comparisons between Alice and Bob

10*

10

10°

Amplitude [s]

10

10°

L } 1 L
0 0.5 1 15 2 25 3 35
Sorted Frequencies [Hz] x10°

Figure 9.3: The result of all possible comparisons of the FFT of Alice, Bob and Eve's acceleiiah in
the X axis gait data. The coloured graphs are Alice, Bob and Eve compared wlitthemselves, while
the black graphs are different comparisons among them.

A result of this experiment is that a threshold value larger than 621 would give a FRR
of 0%, but it would also give a FAR rate of at least 40%?. On the other hand, a threshold
value less than 388 would give a FAR value of 0%, but also a FRR Ve of at least 6.7%7.

Direct Comparison of FFT Data from Y Axis Acceleration
The FFT of the movements inY axis shows how the foot is moved forward and backward
during locomotion.

What can be observed in the second column of Table 9.1 is that thee are very small
differences in the comparisons of data from the same person andrbm different persons.
As a result, setting a threshold value larger than 386 would give a FRR of 0% and a FAR
of at least 6.7%°. A threshold value smaller than 300 on the other hand, would give a

LFAR: BIESeiebaes — = 400 FRR OfEst sieeins— = 0%

PPAR: DlIpe e ehenees — = 0% FRR:LEBCTEE— = 6706

3 . 1 false acceptances — /70, . 0 false rejections - 0o
FAR: 15 comparisons 67% FRR: 15 comparisons 0%
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Comparing Alice, Bob and Eves acceleration in Y axis after applying FFT

10 T T T T T T T
: = Alice 1 compared with Alice 2
= Bob 1 compared with Bob 2
- Eve 1 compared with Eve 2
= \/arious comparisons between Alice and Bob
10*
10°
3
[}
°
2
g 10°
<
10"
10°
-4.5 -4 -35 -3 -25 -2 -15 -1 -0.5 0
Sorted Frequencies [Hz] x10°

Figure 9.4: The result of all possible comparisons of the FFT of Alice, Bob and Eve's acceleiah
in Y axis gait data. The coloured graphs are Alice, Bob and Eve compared withtemselves, while
the black graphs are different comparisons among them.

FAR of 0% and a FRR of at least 6.7%

Direct Comparison of FFT Data from Z Axis Acceleration

The FFT of the movements inZ axis shows the frequency of how the foot is moved
sideways during locomotion.

Comparing Alice, Bob and Eves acceleration in Z axis after applying FFT
10 T T T T T
= Alice 1 compared with Alice 2
= Bob 1 compared with Bob 2
—— Eve 1 compared with Eve 2
= \/arious comparisons between Alice and Bob

Amplitude [1s]

-3 -2 -1 0
Sorted Frequencies [Hz] x10°

Figure 9.5: The result of all possible comparisons of the FFT of Alice, Bob and Eve's acceleiah
in Z axis gait data. The coloured graphs are Alice, Bob and Eve compared withhiemselves, while
the black graphs are different comparisons among them.

4 . 0 false acceptances — no .1 false rejections  _ g
FAR =75 comparisons = 0% FRR: =5 comparisons = 67%
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The third column of Table 9.1 show three comparisons of data from different persons
receiving similarity scores lower than 300. This indicate that two dif ferent persons with
similar walking features might have been compared in various ways. erived from the
table, we can see that a threshold value larger than 543 wouldgive a FRR of 0% and a
FAR of at least 26.7% while a threshold value smaller than 212 would give a FAR of 0%
and a FRR of at least 13.39%.

9.1.2 Comparing FFT of the Resultant Vectors

As described in Section 7.1.2, these methods analyses the FFT dfi¢ XYZ and YZ resul-
tant vectors. They therefore have less validity biases than thepreviously described direct
comparison of X, Y and Z axes, since the orientation of the Gait Collector will not affect
the results in the same extent.

Comparing FFT of XYZ Resultant Vectors

This analysis looks at the acceleration data in all three axesX,Y and Z at once. The resul-
tant vector will be a representation of the foot's movement in the horizontal and vertical
plane, creating a summary of the acceleration forces created dring the movement of the
foot.

Comparing Alice, Bob and Eves XYZ resultant vector after applying FFT
T T T

T T
= Alice 1 compared with Alice 2
= Bob 1 compared with Bob 2
= Eve 1 compared with Eve 2
- \/arious comparisons between Alice and Bob

Amplitude [s]

6 5 -4 3 2 -1 0
Sorted Frequencies [Hz] x10°

Figure 9.6: The result of all possible comparisons of the FFT of Alice, Bob and EveXYZ resultant
vector. The colored graphs are Alice, Bob and Eve compared with themseh& while the black
graphs are different comparisons among them.

As shown in the fourth column of Table 9.1, no comparison between two different
persons yield in a similarity score smaller than when two datasets fom the same person
is compared. A result of this is that a threshold between 600 and &5 would give FAR
and FRR of 094. However, though there are no overlapping, the difference in the two
closest similarity scores from the two groups is not very large.

5 . 4 false acceptances — 9670, . 0 false rejections - No
FAR: 15 comparisons = 267 % FRR: 15 comparisons = 0%
133 %

GFARS 0 false acceptances 0% FRR: 2 false rejections
0%

o fl;s comparitsons Olfslcompari;s_ons
7 . 0 false acceptances 0 . 0 false rejections
FAR: 15 comparisons 0% FRR: 15 comparisons
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Comparing FFT of YZ Resultant Vectors

This analysis looks at the acceleration data in theY and Z axes as one. It is therefore a
re ection of how the foot moves in the horizontal plane, and will n ot be affected by the
horizontal orientation of the Gait Collector.

s Comparing Alice, Bob and Eves YZ resultant vector after applying FFT
10 T T T

T T T
= Alice 1 compared with Alice 2
= Bob 1 compared with Bob 2
= Eve 1 compared with Eve 2
= \/arious comparisons between Alice and Bob
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Figure 9.7: The result of all possible comparisons of the FFT of Alice, Bob and Eve¥Z resultant
vector. The colored graphs are Alice, Bob and Eve compared with themseh& while the black
graphs are different comparisons among them.

As shown in the fth column of Table 9.1, just as with the calcula tion of the XYZ
resultant vector, no comparison between two different persons yield a similarity score
smaller than when two datasets from one person are comparedA result of this is that a
threshold value between 504 and 537 would give FAR and FRR of 0%.

9.1.3 Detecting Local Minima after Calculating FFT from Resulta  nt Vector

As described in Section 7.1.3, several spikes will appear in the veor that is a result of
two resultant vectors from the same person are being subtractéd. These methods there-
fore searches for local minimas after two resultant vectors ha been compared.

Local Minima Detection on the FFT of XYZ Resultant Vector

The input to the local minima detection algorithm are shown in Figure 9.6. After the

local minima detection have been applied, no comparisons betweenthe same person
gives similarity scores larger than comparisons between differemn persons. These results
are shown in the sixth column of Table 9.1. A threshold value of between 52 and 48,

will achieve a FAR rate and a FRR rate of 0%. The two comparisons in Table 9.1 that
received matching scores of 47.85 and 51.81 are shown in Figure 8. These are the two
comparisons in each of the two groups that got matching scores asest to each other.
What might be observed in this gure is that though this method of an alysis gives FAR
and FRR of 0% with the appropriate threshold value, the method is detecting a vast

EPAR: Ol Seiehene® — = 0% FRR 8leiaimions— = 0%
9 . 0 false acceptances - 0o . 0 false rejections - 0o
FAR: 15 comparisons 0% FRR: 15 comparisons 0%
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amount of local minima in the comparison between two different per sons which might
be avoided with a more improved method of analysis. This would most likely give an
even better method of analysis.

The results from the minima detection in relation with the original graph

10 T T

T T T :
= The original graph showing Bob 1 compared with Bob 2
[ = The detected minimas in the original graph

Amplitude [s]

| N I I Y Y O o i 1

0 100 200 300 400 500 600 700
Frequency [Hz]

10| == The original graph showing Bob 1 compared with Eve 1
= The detected minimas in the original graph ‘

Amplitude [ns]

L. N nn \u

" "
0 100 200 300 400 500 600 700
Frequency [Hz]

Figure 9.8: The results from the local minima detection on the comparison between Bob's two
walking attempts in the upper graph and between Bob and Eve's rst walking attempt in the lower
graph. The blue curves are the result after subtracting the two compaed spectrums after applying
the FFT transform on the XYZ resultant vector, while the black areas at the bottom indicates the
positions on the blue curves where local minimas were detected.

Local Minima Detection on FFT of the YZ Resultant Vector

The input to the local minima detection algorithm is shown in Figure 9. 7. As shown in
Table 9.1, there are occasions where comparisons between diffent persons give better
matches than comparisons between the same person. Therefore threshold larger than
than 76 would give a FRR of 0% and a FAR rate of at least 33.3%F. In the same manner,
a threshold smaller than 43 would give a FRR of 20% and a FAR of 0%,

A graph visualising the comparison between the comparisons giving snilarity scores
of 131 and 235 from Table 9.1 is shown in Figure 9.9. This graph mostlikely illustrates
why this method of analysis fails. Here, a large amount of small ard therefore unneces-
sary spikes are detected in the comparison of different personswhich in a large extent
reduces their similarity score. This method must therefore be improved before it is appli-
cable in a more realistic environment.

9.1.4 Comparing FFT of the Resultant Vectors' Orientation

As described more closely in Section 7.1.4, this methods looks ahow the XYZ resultant
vector changes its horizontal and vertical orientation with the Gait Collector.
Comparing the FFT of the Horizontal Orientation of the XYZ Resultant V. ector

The horizontal orientation of the XYZ axes' resultant vector in relation with the Gait
Collector is re ected by the ® angle shown in Figure 6.3 back on page 29.
As shown in the eight column of Table 9.1, there are several comprisons of datasets

LOFAR: SlgSiiehaiies — = 339 FRR 22l s < 0
11 . 0 false acceptances - 0o . 3 false rejections - 0
FAR: 15 comparisons 0% FRR: 15 comparisons 20%
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The results from the minima detection in relation with the original graph
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Figure 9.9: The results from the local minima detection on the comparison between Bob's tvwo
walking attempts in the upper graph and between Bob and Eve's rst walking attempts in the lower
graph. The blue curves are the result after subtracting the two compaed spectrums after applying
the FFT transform on the YZ resultant vector, while the black areas at the bottom indicates the
positions on the blue curves where local minimas were detected.

Comparing Alice, Bob and Eves a angle applying FFT
10 T T T

T T T
= Alice 1 compared with Alice 2
= Bob 1 compared with Bob 2
—— Eve 1 compared with Eve 2
= Various comparisons between Alice and Bob

-

Amplitude [rs]

=
S)
c

10°

-6 5 -4 - R
Sorted Frequencies [Hz] -3

Figure 9.10: The result of all possible comparisons of how Alice, Bob and Eve'XYZ resultant
vector is aligned with the Gait Collector's horizontal axis. The coloured graphs ae Alice, Bob and
Eve compared with themselves, while the black graphs are different comprisons among them.

coming from two different persons which achieves better similarity scores than when
comparing datasets from the same person. This might indicate thatthere are not a very
great extent of individuality in how the ® angle changes related to the horizontal plane
of the Gait Collector. A threshold less than 3 would give a FAR 0f0%, but it would also
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give a FRR of at least 20%?. At the same time, a threshold larger than 13 would give a
FRR of 0%, but it would also give a FAR of at least 60%2.

Figure 9.10 shows, just as in the table, that there are not a grea extent of charac-
teristics in the comparisons among the same person compared with amparisons among
different persons, and that such a method for verifying a persons identity therefore might
not be as usable as the other methods.

Comparing the FFT of the Vertical Orientation of the XYZ Resultant Vect or

The vertical orientation of the XYZ resultant vector in relation with the Gait Collector is
re ected by the — angle. The results from this comparison are shown in Figure 9.11.

5 Comparing Alice, Bob and Eves b angle applying FFT
10 T T T

T T T
= Alice 1 compared with Alice 2
= Bob 1 compared with Bob 2
= Eve 1 compared with Eve 2 1
= Various comparisons between Alice and Bob |]
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Figure 9.11: The result of all possible comparisons of how Alice, Bob and Eve'XYZ resultant
vector is aligned with the Gait Collector's vertical axis. The coloured graphs ae Alice, Bob and Eve
compared with themselves, while the black graphs are different compari®ns among them.

Figure 9.11 shows, just as in the ninth column of Table 9.1, that there are some
overlapping in the comparison of the same person and of different persons. Using the
resultant vector's alignment to verify a person's identity might therefore not be very
usable compared with other methods. Though there are only a caiple of situations in
which comparisons among datasets from two different persons gies better similarity
scores than when comparing datasets from the same person, thgarious scores are very
close to each other. As a result, a threshold of at least 11.7 wuld give a FRR of 0%,
but also a FAR of at least 13.3%"*. At the same time, a threshold less than 7 would
give a FAR of 0% and a FRR of at least 6.79%. Using this information compared with
the information in the graph 9.11, it appears to be a greater extent of individuality in
how the resultant vector is aligned with the Gait Collector's vertical axis than with the
horizontal axis. Though this might be a more promising result, it is still worse than only

12 . 0 false acceptances - o . 3 false rejections — )
FAR: fl? comparisons = 0% FRR: 15 c|c>mpayiso.ns = 20%
ISFAR: S lipe Sehanes — = 600 FRR g b e — = o
MFAR; LBt s = 13306 FRR: Sl E T — = o3
15 . 0 false acceptances - 0o . 1 false rejections — @70
FAR: 15 comparisons 0% FRR: 15 comparisons 67%
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looking at the FFT of the resultant vector, as shown in Subsectio 9.1.2.

Comparing the FFT of the Horizontal and Vertical Orientation and the XY  Z Resultant
Vector at Once

This experiment was an attempt of combining how the resultant vector was aligned with
the resultant vector itself to look at whether this gives a better or worse result than
examining either of the components alone.

Comparing Alice, Bob and Eves a*b*resultant and FFT
T T T

I I I
= Alice 1 compared with Alice 2
10 = Bob 1 compared with Bob 2
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Figure 9.12: The result of all possible comparisons of how Alice, Bob and Eve'XYZ resultant
vector is aligned with the Gait Collector as well as its length. The colored graphs ae Alice, Bob
and Eve compared with themselves, while the black graphs are differenttomparisons among them.

As shown in the tenth column of Table 9.1, as one would expect, he in-distinctiveness
of the ® and ~ angles only works as noise on the resultant vector data, and tle result
is an overall worse set of similarity scores compared with analysingthe resultant vector
alone. If one chooses a threshold value smaller than 28 in this esult, we achieves a FAR
of 0%, but also a FRR of 20%4%. At the same time, a threshold value of at least 229 gives
a FRR of 0% and a FAR of 46.7%. It therefore appears to be more useful to analyse the
resultant vector alone rather than analysing it along with its orie ntation.

9.1.5 Experiment Summary

Table 9.2 displays a summary of the results from the preliminary experiment. The meth-

ods with low FAR and FRR values and little overlap indicates good nethods for analysis.
As a conclusion, it seems like comparing the FFT of theXYZ and YZ resultant vectors are
the most suitable methods for analysis. There are also some indidéons that detecting the

local minima after the resultant vectors has been subtracted,has the potential of becom-
ing a good analysis method. However, as shown in the results from hese experiments, a
lot of redundant minimas are detected which in a great extent disrupts the results from

these analysis methods. Therefore, better methods for detedhg the local minimas must

be developed before the local minima detection can be consideredin applicable method

16 . 0 false acceptances — No, . 3 false rejections — 0,
FAR: 5 le comparitsons = 0% FRR: 1500?n|1parispn?_ = 20%

17 . 7 false acceptances - .~ 0, . 0 false rejections - 0o
FAR: 15 comparisons 4677 % FRR: 15 comparisons 0%
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Method Percentage of FAR FRR
Overlaps Rate Rate

Comparing FFT of X axis data 50% 40% 6.7%

Comparing FFT of Y axis data 8.3% 6.7% 6.7%

Comparing FFT of Z axis data 33.3% 26.7% 13.3%

Comparing FFT of the XYZ Resultant Vector 0% 0% 0%

Comparing FFT of YZ Resultant Vector 0% 0% 0%

Local Minima Detection on the FFT of XYZ

Resultant Vector 0% 0% 0%

Local Minima Detection on the FFT of YZ

Resultant Vector 41.7% 33.3% 20%

Comparing the FFT of the Horizontal

Orientation of the XYZ Resultant Vector 75% 60% 20%

Comparing the FFT of the Vertical

Orientation of the XYZ Resultant Vector 16.7% 13.3% 6.7%

Comparing the FFT of the Horizontal
and Vertical Orientation and the XYZ
Resultant Vector at Once 58.3% 46.7% 20%

Table 9.2: The results from the preliminary experiments. The percentage of overlaps displays
how many comparisons of data from two different persons that received beter matching scores
than comparisons of data from the same person. TheFAR and FRR summarises these calculations
throughout this section.

for analysis. The other methods for analysis shows rather large RR and FRR values,
which indicates they are not very suitable for analysis. It is also ndiceable that trying to
combine the horizontal and vertical orientation with the resultan t vector by multiplica-
tion introduces more noise into the results than by analysing either of them separately.
This method of analysis has therefore not been included in the furher experiments.
Figure 9.13 shows the ROC curves for the preliminary experiment.lt is not easy to
read these curves, since only 15 comparisons were made for eacimethod. The methods
with curves close to origin are however the most promising methodsfrom this experi-
ment. These are the same methods that received 0% FAR and FRRtes in Table 9.2.

9.2 The Large Scale Experiment

A large scale experiment was conducted to detect whether the esults from the prelimi-
nary experiments are re ected when the same analysis methods a¢ being used on gait
data collected from a larger crowd. During the large scale exgeriment, 20 volunteers (11
male and 9 female) where participating. They each followed the rules from Section 8.1,
and the data from each walking attempt was manually split in two h alves, giving two
datasets from each participant—a total of 40 datasets to compae. In addition to regis-
tering the participants' gender, their height, weight, leg length , foot length and shoe type
was registered. The question of how the person's physical charaeristics affected their
gait was not analysed in this chapter, but some statistical tests ha been applied to them.
This is described closer in Appendix C.

The results from all comparisons during the preliminary experiment were possible to
list in a set of tables and graphs since only six datasets were comgred. This gave a total
of 15 comparisons. In the large scale experiment however, 40 déasets were compared,
which gave a total of 780 comparisons. These tables are therefe not listed in this re-
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The ROC curves from the preliminary experiment
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Figure 9.13: The ROC curves for the analysis methods tested during the preliminaryexperiment.
Since there were not performed any more than 15 comparisons for each mehod, the curves are
very dif cult to read.

port because of their size, but the results are available at

9.2.1 FAR and FRR Results from the Analysis

Table 9.3 contains the FAR and FRR values obtained from the larg scale experiment.
The FAR and FRR values were calculated as described in the begimyg of this chapter.
Two threshold rates has been listed for each method. The rst isthe threshold value that
gave a FRR rate of 0%, while the second is the threshold value thigave a FAR rate of
0%. As seen in the table, all analysis methods gives rather large AR rates. This is a result
of a rather large amount of overlaps in the comparisons of the sane persons and the
comparisons of different persons. The large rates can probalyl also be contributed to the
rather large skewed distribution of these groups. There are 20 omparisons in the rst
group and 760 in the second. This would also explain the rather snall FRR rates, since
even though all comparisons of gait data from the same persons ee wrongfully rejected,
one does not get a higher FRR rate than 2.6%°. Due to the rather large extremes in the
FAR/FRR rates, it is fairly dif cult to say anything regarding the st rength of the different
methods of analysis looking at these rates alone.

18 20 false rejects — 240
780 rejects = 26%
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Method Threshold FAR FRR
> 244 52.7% 0.0%
<45 0.0% 2.6%
> 966 83.2% 0.0%
<94 0.0% 2.3%
> 395 81.8% 0.0%
<30 0.0% 2.4%
> 958 86.8% 0.0%
<50 0.0% 2.6%
> 968 86.5% 0.0%
<38 0.0% 2.6%

Comparing FFT of X axis data

Comparing FFT of Y axis data

Comparing FFT of Z axis data

Comparing FFT of the XYZ Resultant Vector

Comparing FFT of the YZ Resultant Vector

Local Minima Detection on the FFT of XYZ > 1250 94.6% 0.0%
Resultant Vector <60 0.0% 2.6%
Local Minima Detection on the FFT of YZ > 208 74.1% 0.0%
Resultant Vector <56 0.0% 2.6%
Comparing FFT of the Horizontal Orientation >12.1 64.0% 0.0%
of the XYZ Resultant Vector <1.8 0.0% 2.4%
Comparing FFT of the Vertical Orientation of >5.6 48.6% 0.0%
the XYZ Resultant Vector <13 0.0% 2.4%

Table 9.3: The FAR and FRR results from the large scale experiments at a given set ofiteshold
values.

9.2.2 The Distribution of Data within the Groups

When analysing the results from the experiment, the results fran the various compar-
isons were sorted into two groups; the rst group consisted of comparisons of the same
person, while the second group consisted of comparing two diffelent persons. The overall
purpose of the experiment was to detect whether there are any gni cant differences in
the matching scores within these two groups. The mean values andtandard deviations
for each group were calculated to get an indication of how the various matching scores
obtained from the different experiments were distributed within th eir respective groups.
The results are shown in Table 9.4. It is desirable to have a certan distance between the
mean values of the two groups. This would indicate that the matching scores obtained
when comparing two different persons would cluster around another range of values
than comparisons of the same person. Also it is desirable with a smi standard devi-
ation, since this indicates how scattered the distribution of data are within one group.
Large standard deviations would in other words imply large overlaps among the two
groups.

As Table 9.4 shows, the obtained mean values have a certain dege of difference
in the mean values for the two groups, which indicates there are sane extent of differ-
ences in the two groups. However, the calculated standard deiations are rather large—
specially for the methods detecting the local minima. It is therefore reasonable to con-
clude that there are a vast amount of overlap within the two grou ps for these methods.

9.2.3 Experiment Summary

As the results from this experiments show along with the data in Table 9.5, there are

a vast amount of overlaps within the two groups. The two methods with the smallest

degree of overlaps are when comparing the FFT of theX axis data and the comparison
of the vertical orientation of the XYZ resultant vector. These are also the two methods
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Method Mean Std. Deviation

Same Different Same Different
Comparing FFT of X axis data 127.06  262.73 51.69 139.41
Comparing FFT of Y axis data 283.40 553.03 241.36 452.70
Comparing FFT of Z axis data 149.46  235.66 99.32 147.88
Comparing FFT of the XYZ

Resultant Vector 27295 48856 258.79  402.93
Comparing FFT of YZ Resultant

\Vector 266.73  490.44 25550 421.86
Local Minima Detection on the

FFT of XYZ Resultant Vector 166.80 329.49 257.38 1098.41
Local Minima Detection on the

FFT of YZ Resultant Vector 123.70 397.41 38.71 1321.78

Comparing the FFT of the

Horizontal Orientation of the

XYZ Resultant Vector 5.33 10.42 2.65 5.78
Comparing the FFT of the

Vertical Orientation of the

XYZ Resultant Vector 3.11 6.60 1.26 3.70

Table 9.4: Shows the mean values of standard deviations obtained within the two groups Same
are the results from comparing gait data from the same persons, whileDifferent contains the
results from comparing gait data from two different persons.

Method Overlapping
Comparing FFT of X axis data 54.1%
Comparing FFT of Y axis data 85.4%
Comparing FFT of Z axis data 83.9%
Comparing FFT of the XYZ Resultant Vector 89.1%
Comparing FFT of YZ Resultant Vector 88.8%
Local Minima Detection on the FFT of the XYZ

Resultant Vector 97.2%
Local Minima Detection on the FFT of the YZ

Resultant Vector 76.1%
Comparing the FFT of the Horizontal Orientation of the

XYZ Resultant Vector 65.5%
Comparing the FFT of the Vertical Orientation of the XYZ

Resultant Vector 49.3%

Table 9.5: The table shows the amount of overlap within comparisons of two different persons and
comparisons of the same persons.
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with the “smallest” FAR values, if one can refer to values large than 45% as small values.
However, as stated earlier in this chapter, the rather enormousFAR values obtained might
partly be contributed to a very skewed distribution of the two gro ups.

When comparing the extent of overlapping in the large scale expg&iment with the
similar results from the preliminary experiments, it is clear that a ll analysis methods have
a larger dif culty of verifying a person's identity than what rsta ppeared (Section 9.1.5).
In the preliminary experiment several of the methods did not have any overlapping at
all among the two groups, like the comparison of the resultant vectors. However, in the
large scale experiment, these are among the methods that hadhe greatest extent of
overlapping. They are therefore not as suitable analysis method as it rst appeared.
It can also be observed that analysing the resultant vector's hignment had some of the
worst results in the preliminary experiment. However they were among the best methods
in this experiment.

The ROC curves from the large scale experiment
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Figure 9.14: The ROC curves for the analysis methods tested during the large scalexperiment.
The reason for not getting FAR values larger than 3% is the skewed distribuibn of comparisons;
20 comparisons of the same person and 760 comparisons of different persas

Figure 9.14 shows the ROC curves for the large scale experimentWhat can be ob-
served here is that the most promising analysis methods will be the mes with values
closest to origin. This con rms the observations from Table 9.5—that the FFT transform
of X axis data and the orientation of the resultant vector might be the most useful meth-
ods. However, it is also clear from this gure that the methods performing local minima
detection does not manage to verify a person's identity in any large extent. This might
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be due to the fact that these methods are detecting far to many wnecessary minima.

9.3 The Long Term Experiment

A long term experiment was performed to detect how the data andysis methods work
on gait data obtained over a longer period of time. Its main purpose was however to
determine whether the fact that the participants only performe d one walking attempt
during the large scale experiment introduced validity problems. This was done by having
four participants making ve walking attempts over a period of one week. As with the
large scale experiment, the results from this experiments are &re to large to be tted

into a set of tables or graphs. They can therefore be found at

As with the preliminary and large scale experiments, the FAR and RR are calculated
using the method described in the beginning of this chapter. While there were a skewed
distribution of comparison of the same persons and of different pasons, it is slightly
more even than in the large scale experiment. Here, we have 40 cmparisons of the
same person and 150 comparisons of different persons.

9.3.1 FAR and FRR Results from the Analysis

Method Threshold FAR FRR
> 308 447%  0.0%
<57 0.0% 21.1%

> 1527 61.6% 0.0%
<123 0.0% 19.5%
> 887 77.4% 0.0%
<51 % 21.1%

> 2000 68.4% 0.0%
<99 0.0% 19.5%

> 1878 65.8% 0.0%
<60 0.0% 21.1%

Comparing FFT of X axis data

Comparing FFT of Y axis data

Comparing FFT of Z axis data

Comparing FFT of the XYZ Resultant Vector

Comparing FFT of the YZ Resultant Vector

Local Minima Detection on the FFT of XYZ > 357 70.5% 0.0%
Resultant Vector <62 0.0% 20.0%
Local Minima Detection on the FFT of YZ > 236 61.1% 0.0%
Resultant Vector <55 0.0% 21.1%
Comparing FFT of the Horizontal Orientation >12.8 40.0% 0.0%
of the XYZ Resultant Vector <2 0.0% 21.1%
Comparing FFT of the Vertical Orientation of >12.6 61.1% 0.0%
the XYZ Resultant Vector <17 0.0% 21.1%

Table 9.6: The FAR and FRR results from the large scale experiments at a given set ofiteshold
values.

Table 9.6 contains the FAR and FRR values obtained from the redts of the long term
experiment. As with the large scale experiment, two threshold rates has been listed for
each method. How these threshold values were calculated is decribed in the beginning of
this chapter. The rstis the threshold value that gave a FRR rake of 0%, while the second
is the threshold value that gave a FAR rate of 0%. This table show that the obtained FAR
and FRR rates are rather moderate compared with the correspoding results from the
large scale experiment (Section 9.2.1). This is probably partlysince this experiment have
a slightly more even distribution of the data in the two groups. It is therefore possible
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to achieve a FRR rate of 21.1%° when setting a threshold where all comparisons of
gait data from the same person are being rejected. This comparedo a FRR rate of only
2.6%%° in the large scale experiment.

9.3.2 The Distribution of Data within the Groups

Method Mean Std. Deviation

Same Different Same Different
Comparing FFT of X axis data 162.93 296.76 60.79 156.97
Comparing FFT of Y axis data 360.54 904.81 349.59 625.22
Comparing FFT of Z axis data 205.48 267.98 19454  199.51
Comparing FFT of the XYZ

Resultant Vector 392.04 858.19 458.71 787.88
Comparing FFT of YZ Resultant

Vector 389.26 891.06 446.45 790.36
Local Minima Detection on the

FFT of XYZ Resultant Vector 127.93 271.92 59.80 849.90
Local Minima Detection on the

FFT of YZ Resultant Vector 118.16  293.00 46.43 856.22

Comparing the FFT of the

Horizontal Orientation of the

XYZ Resultant Vector 6.33 13.67 2.53 6.40
Comparing the FFT of the

Vertical Orientation of the

XYZ Resultant Vector 5.12 8.78 2.74 4.47

Table 9.7: Shows the mean values of standard deviations obtained within the two groups Same
are the results from comparing gait data from the same persons, whileDifferent contains the
results from comparing gait data from two different persons.

Table 9.7 contains the results after calculating the mean valies and standard devia-
tion of the similarity scores within the two groups. The rst thing no ticeable is that the
mean values and standard deviation values has increased signi catly compared with
the corresponding results from the large scale experiment. Tlis might be due to the
changes in the participants' gait patterns the week. An interestirg observation is how-
ever that the standard deviation for the methods analysing the local minima has a much
smaller standard deviation in this experiment compared with the large scale experiment.
The reason for this is unknown, but it gives much better results than in the previous
experiment. Other than the alignment of the resultant vector, the results from the other
analysis methods are somewhat conclusive with the correspondingesults from the large
scale experiment regarding which methods are better than the oher. A problem with the
large scale experiment was that the volunteers did not remove he Gait Collector from
their leg between the gathering of each data sets. Although thevolunteers attached the
Gait Collector to their leg according to the speci cations in Section 8.1, small differences
in their individual attachments occurred, that could bias the results from the data gath-
ering. This could result in validity problems if it was not the way the person walked that
was being measured, but rather how the Gait Collector was attatied to the person's leg.
Since the persons in the long term experiment actually did removethe Gait Collector

19 . 40 false rejects — 10,
FRR: %glo rejects = 211%
20FRR: 20 false rejects  _ 550y

780 rejects
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from their leg between each measurement, re-attaching it in a slichtly other manner for
the next gait attempt, the results from this experiment actually is an indication that the
Gait Collector are measuring the way the persons walks and not he way it is attached.
The fact that the results from this experiment and the large scde experiment shows sim-
ilar tendencies is an indication that the large scale experiment redly measured how the
persons walked.

9.3.3 Experiment Summary

Method Overlapping
Comparing FFT of X axis data 56.7%
Comparing FFT of Y axis data 78.0%
Comparing FFT of Z axis data 98.0%
Comparing FFT of the XYZ Resultant Vector 86.7%
Comparing FFT of YZ Resultant Vector 83.3%
Local Minima Detection on the FFT of the XYZ

Resultant Vector 89.3%
Local Minima Detection on the FFT of the YZ

Resultant Vector 77.3%
Comparing the FFT of the Horizontal Orientation of the

XYZ Resultant Vector 50.7%
Comparing the FFT of the Vertical Orientation of the XYZ

Resultant Vector 77.3%

Table 9.8: The table shows the amount of overlap within the comparisons of two different persons
and the comparisons of data from the same persons.

Table 9.8 shows that just as in the large scale experiment, thee are a large amount of
overlapping within the groups of persons compared with themselves and persons com-
pared with each other. Still, the amount of overlapping is smallest when comparing the
FFT of the X axis data and when comparing the horizontal orientation of the XYZ resul-
tant vector. These results are somewhat conclusive with the rsults from the large scale
experiment. Though the obtained FAR/FRR rates are smaller tha the ones from the large
scale experiment, this is probably due to a more even distribution d comparisons within
the two groups. It is therefore dif cult to say anything about the strength of the analysis
methods based on the FAR/FRR results alone other than that, hiey all obviously have
large dif culties in determining the difference among certain comp arisons.

Figure 9.15 shows the ROC curves for the long term experiment. his experiment
shows a slightly less scattered distribution of ROC curves than he large scale experi-
ment did. Even the local minima calculation starts to get more promising results. This
might be due to the fact that more gait data were collected and analysed for each person
giving more reliable data analysis. From the ROC curves it is also clar that detecting
the orientation of the resultant vector still are two of the anal ysis methods with the best
results.
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The ROC curves from the long term experiment
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Figure 9.15: The ROC curves for the analysis methods tested during the large scalexperiment.

The reason for not getting FAR values larger than 20% is the skewed distribtion of comparisons;
40 comparisons of the same person and 150 comparisons of different persas
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10 Discussion of the Experiments

Three experiments has been performed during this project. The rst was a preliminary
experiment which was performed to ease the process of selecting the most @gpropriate
analysis methods. Then aarge scaleexperiment was performed to detect how the devel-
oped analysis methods worked in a larger setting and to improve thecon dence of the
results from the preliminary experiment. Lastly, a long term experiment was performed
to identify whether the fact that the Gait Collector was not remo ved from the partici-
pants' legs between each obtained dataset during the large sda experiment introduced
validity errors. It also gave an impression of how the analysis methods worked on gait
data collected over a longer period of time.

Although the scale of the experiments performed were not large enough to get an
thorough quantitative view of the FAR and FRR values for the variaus methods, it is
possible to get some indications from these calculations. One obious observation is that
the results from the preliminary experiment is not very conclusive with the results from
the large scale and long term experiments. The preliminary expeiment indicated several
strong methods, like the calculation of the XYZ and YZ resultant vector and the local
minima detection. These methods however are not among the best aes in the two last
experiments. Here, the alignment of the XYZ resultant vector and the FFT of the X and
Y axes are the best methods. It is however important to remember hat when analysing
the FFT of the raw data from the Gait Collector, it is critical that t he Gait Collector is
oriented the same way each time it is attached to the person's legA new method for
analysis which in some clever way combine several of the best anakis methods could
probably give a stronger method of analysis. This will be left as anexercise for further
work.

Depending on the level of certainty that is necessary, none of tke methods appear
to be very accurate at verifying a person's identity after the large scale and long term
experiments has been performed. However, the best methods mifgt still be suf cient for
low-security authentication applications.

Although it is dif cult to compare the FAR and FRR values from the experiments
performed with similar research, the ROC curves from the long tam experiment has
been compared with the results from Bobick and Johnson's gait aalysis [11] in Figure
10.1. It might seems like most of the methods from this experimentare better than Bobick
and Johnson's ROC curve, but this might be due to the limited compaisons available for
this experiment, which prevented FAR values larger than 23%.

As shown in the preliminary experiment, the local minima detection has a tendency
of detection several unnecessary tiny minimas that should not hase been included in the
further analysis process. If these methods were re ned to only detect the minima which
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The ROC curves from the long term experiment compared with Bobick and Johnson
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Figure 10.1: A comparison of the ROC curves from the long term experiment with Bobick and

Johnson's ROC curve [11].

had characteristics, they might have some potentials.

Before the kinetic gait analysis can be a usable method for autheritation, better
methods for analysis must be found. [54] uses FAR rates lower tha 0.001% and FRR
rates ranging between 5% and 20% as examples of what would be peferred in a military
installation using ngerprint recognition, while consumer applica tions should have FRR

rates around 0.5%.
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11 Further Work

This project have opened a new door in the eld of kinetic gait authe ntication. As the task
of developing methods for gait analysis was performed, new probems and possibilities
for further work were discovered. This chapter lists the next steps of research which
should follow this thesis.

Calibration: The accelerometers connected to the Gait Collector is not beingalibrated

prior to the data collection phase. This is due to the potential dif culties this would

be regarding the usability of the device; a calibration according to Analog Devices'
speci cation [69] would require each of the two accelerometers t o be placed hor-
izontal during the calibration procedure to get a force of Og affection during cali-

bration. Finding an alternative way of automatically calibrating t he accelerometers
without the user's attention would be preferable. If automatic ally calibration was

incorporated into the Gait Collector's routines, there might be possible to create
new and maybe better analysis methods. This will probably also renoves validity

issues in the gait data.

Location Detection: It might not only be of interest who the person wearing the Gait

Collector is, but alsowherehe is. In this case it might be interesting to detect where
he has walked, in a manner like “The person walked 10 paces at a straight line,
turned 40 degree right, walked another 10 paces before walking a stair with 12
steps’ This could be integrated with pre-stored data of the building where the user
was to detect where on this location he was. It could also be usedo detect whether
he was indoor or outdoor and perhaps be incorporated into some sat of physical
access control.

Compensate for the Physical Plane: When the Gait Collector is attached onto a user's

leg, it will not only be misaligned with the physical coordinate system, as shown in
gure 5.3—it will also follow the leg's rotation as it is moved during the gait cycle.
Finding a method for overcoming this problem would be of interest, since the de-
tection of the leg's acceleration in the physical coordinate systemis not affected
by how the Gait Collector is attached on the leg. Detecting this wauld require
information regarding the orientation of the Gait Collector, which would require
the incorporation of gyroscopes as well as accelerometers. Ifigch a problem was
solved, it might be possible to create new and maybe better analyis methods.

Incorporate the Authentication Process onto the Gait Collector: At the present time,

the Gait Collector only contains a minimum of functionality—only ne cessary for
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collecting acceleration data, storing it and transferring it to a PC on request. It
might however be of interest to integrate the whole analysis and authentication
process onto the Gait Collector. This would enable it to continuously checking
whether the correct person was using the Gait Collector, and fa instance sending
out a loud alarm signal if it detected the wrong person using it. The Gait Collector
could then be used to protect equipment which a person was wearirg, like his mo-
bile phone, PDA or similar. The current prototype of the Gait Collector has however
a very limited programmable storage space of only 16K bytes. Fiihg advanced al-
gorithms for analysis, like the FFT and similar might be dif cult.

Gait Collector Code Optimising and Power Management:  Not too much attention
has been taken into optimizing the code on the Gait Collector regading the speed
in which it reads from the accelerometers, and the limitation of dat a written to the
data ash and its battery consumption. At the present time, the data ash is lled
in less than 10 minutes, which is suf cient for prototyping purposes, but must be
optimized for a nal product. This might be possible by not storing u nnecessary
data. Another source which might be optimized during data storing is the storing
procedure itself, which at the present time is performed with a prin tf () command.
This command only accepts ASCII data, where a character is re@sented by 1 byte
of data—suf cient for representing 65 536 different characters. Each reading of
acceleration data is written as a block of 5 bytes, whereas the aceleration data
itself might be as much as 4 byte and the last byte is to separate two eadings. This
might be optimized, by de ning our own character set consisting of only 4 bits,
which is necessary to represent all digits between 0 and 9 as well a 5 other special
characters, like a separation character, a read error charaadr, a newline character
and an end-of- le character. This optimizing would make each reading consisting
of 20 bits in stead of 80 as it is at the present stage.

It would also be necessary to optimise the code regarding power nanagement such
that it did not need three AA batteries to run ef ciently. This woul d have to be done
by creating clever routines that prevented the Gait Collector from reading acceler-
ation data when the user was not walking or moving in other ways. It w ould also
be of interest to make the Gait Collector rechargeable e.g. though USB interface.

Reduction of Biases: Section 5.2 contain several sources to error in the collected déa.
Though this project has not focused on liming the amount of noise in the mea-
surements, solutions for handling these problems must be taka into account in a
nal version of the Gait Collector. This applies both in the physical design of the
Gait Collector to prevent a wrongful attachment to the leg, during the gathering of
acceleration data an during analysis of these data.

It would be relevant to determine the source of the dominant spike in Figure 5.2.
This might be done by changing the accelerometers' sampling fregency to check
whether the frequency of the spike changes as well.

FAR and FRR Calculation: The experiments described in this thesis is nowhere large
scaled enough to get an accurate quantitative measure of the FR and FRR rates
for the Gait Collector. It would therefore be of interest to per form an experiment
of a larger scale, which focused on the detection of such data. his would imply

68



Using the Human Gait for Authentication

collecting acceleration data from a minimum of 100 persons and plotting the De-
tection Error Tradeoff [45] and Receiver Operating Characteristic [43] curves for
different threshold values. We would then get a more accurateimpression of the
FAR and FRR rates which the Gait Collector produces.

Secure Gait Collector's Data: This is necessary in a real-life authentication system.
Unless a secured channel is established between the computer lich receives gait
data and the Gait Collector which transfers them, the data analsis software has no
guarantee that the received data has not been tampered with in tansmit. It is there-
fore necessary to establish an encrypted channel between theralysis software and
the Gait Collector following cryptographic standard, like the on es speci ed by the
Public Key Infrastructure [58] or similar.

Real-Time Transmission: At the present time, the data transmission from the Gait Col-
lector to a PC requires connecting them together with a serial calte. By tting the
Gait Collector with equipment for wireless data transmission, it might be possible
to transfer the data in real time analysing the data as the person walks. It could then
be possible to synchronise the gait data analysis with captured videodata of the
person as well to get new an more accurate understandings of tle leg's movement
during gait. It would also be preferable to use a USB interface raher than a serial
interface with the computer, since almost no portable computers are produced with
a serial interface anymore.

Using Gyroscopes: As described previously in this chapter, the use of accelerometes
makes it dif cult to detect the Gait Collector's orientation in rel ation with the physi-
cal coordinate system. It is somewhat possible to detect when thgerson is standing
still, since the resultant vector calculated from the Gait Collector's XYZ axis then
will be pointing straight down along the physical X axis. However, as the foot moves
in an arc during its gait cycle, the Gait Collector is also rotating and changing its
orientation with the physical plane constantly. It would therefo re be necessary to
detect how it is angled at all time. Solving this should probably be done using gyro-
scopes. Gyroscopes are also capable of detecting the angulaceeleration in which
the leg moves, which gives new and perhaps distinctive gait data notdetected by
the accelerometers at the present stage.

New Mounting Possibilities: We have in this project measured gait data by attaching
the Gait Collector to the person's leg close to the ankle. But low would a person's
walking features look like if it was mounted on the tip of the person 's shoe, on his
knee, on his hip or in his pocket? Would other mountings give more distinctive gait
data? A more thorough research on this would be of interest—afte all, it would be
more convenient to keep the Gait Collector in your pocket rather than strapped to
your leg.

Other Methods for Analysis: There are several potential methods for analysis described
in chapter 6 which have not been considered feasible to achieve witlin the time
limits of this project. Methods which have been used with success insimilar data
analysis projects are different Arti cial Neural Networks, like t he Self-Organizing
Maps and Genetic Algorithm Neural Networks. Hidden Markov Models are popular
in voice recognition, and might be applicable in the analysis of gait data as well.
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Investigate Privacy: Gait analysis implemented in video surveillance introduces the
possibility of identifying persons without their knowledge. This has t he potential
of creating privacy issues. The possibilities and challenges by vialting a person's
privacy through kinetic gait analysis would also be interesting to investigate. The
reduced possibility of violating a person's privacy when using kinetic gait analysis
compared with gait analysis through kinematic video data might possibly be an
extra motivation for using this as an authentication scheme.

Statistical Analysis: Appendixes C and D shows the results after a serie of statistical
analysis methods have been applied to the results from the largescale and long
term experiments. However, they are not discussed in any great étail. It would
therefore be of interest to perform a more thorough research am the results from
these analyses. Also, it would be interesting to apply other staistical analysis meth-
ods to the results of the experiments. This might make it possible b discover un-
known strength and weaknesses in the methods developed thouf this research.

Biomechanical Gait Model: A thorough biomechanical model of the human gait would
also be very interesting to create. Such a model could help ex@ining whether the
human gait is a suitable authentication method. A biomechanical gait model could
perhaps also help answering some of the phenomenas discovereth this project
where no suitable answers yet has been provided.

One of these phenomenas is the model of the leg's acceleration ifFigure 5.6. A
suggestion for a mapping has been provided, but it this has not beenvalidated.
This however, might be possible through for instance video obserations or similar.

Another phenomena is that the local minimas detection shows how aserie of spikes
occur in the comparison of the same person and not in comparison ofdifferent

persons. Exactly why does this happen? This would be interestingo discover, since
it might help improving this analysis method.

Fool the Gait Collector: This thesis has not focused on how it is possible for an adver-
sary to be recognised as an enrolled user in a gait authentication gstem. It would
therefore be very interesting to determine how easy it is to fool the Gait Collector. Is
it enough to walk next to the person you want to impersonate to get a gait pattern
similar to his? Is it possible to learn to walk like a person in any other manners?
For the Gait Collector to be a workable authentication technology, some research
must be performed in this area.

1The mechanics of a part or function of a living body, such as of the heart or of loconotion (

).
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12 Conclusion

This project started by asking one simple question:“Is it possible to authenticate a person
by the way he walk?"As the project moved forward, it was clear that this was a much mae
dif cult question than rst thought, and a wide area of new quest ions were identi ed. “Is
it possible to collect reliable and valid gait data from a peon by means of motion capture?”,
“What kind of work has already been performed in this area?”, “I§ possible to create
methods that manages to verify a person's identity with an aduate level of certainty?The
list goes on, as shown by the proposed further work in Chapter 11 This research project
have shown that although the use of motion capturing to verify a person's identity by
his gait is a novel area of information security, it shows some promisirg tendencies. This
would however require that even more of the proposed methods d analysis are tested
and that other motion capturing techniques are incorporated into the Gait Collector. The
use of gyroscopes, for instance, would probably help determing how the Gait Collector
was aligned on the foot, resulting in even more raw data to incorporate into the analysis
methods.

The experiments performed in this research shows that it is possit# to collect reliable
and valid movement data from a person using accelerometers. Thy also show that it
is possible to detect relations between a person and his gait using ketic acceleration
data. Through fairly simple analysis methods is it possible to distinguish him from other
persons. However, for gait authentication to achieve acceptabé security performance,
more work is needed and better methods for analysis must be devedped and assessed.
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A The Gait Collector's Software Design

The software which is programmed onto the Gait Collector is partly based on the pre-
programmed demo-code embedded with the AVR Butter y. It is written in C and com-
piled with WinAVR. The main purpose of this software is to collect data from the two
ADXL 202 accelerometers connected to the Butte y, store these data and transfer it using
the USART interface when the butter y is connected to a computer.

A.1 Interacting with the Buttery

The Butter y is equipped with both an LCD display and a joystick. Though these features
are good methods for interacting with the Butter y, they was not suitable for this project,

since it was necessary to incapsulate the entire butter y into a casing to protect its cir-

cuits during usage. The only available interface with the users is herefore the USART
interface. The code that listen for user interaction through this interface is fairly simple

and shown in listing A.1. It is a simpli cation of the main-loop of the G ait Collector's
software, where—among other, it is checked for activity on the USART interface.

Listing A.1: The main loop in the Gait Collector software.

for (;3) {

CollectAcc (); /I Collect acceleration data
WriteToFlash (); // Write acceleration to dataflash
CheckUSART (); /I Listen for commands from USART
}

As shown, the Gait Collector continuously collects a serie of aceleration data from the
two accelerometers and saves it on the data ash. After this hasbeen performed, it listens
for commands from the USART interface, and interacts accordingto the command. The
command might tell the Butter y to create a new experiment, dum p the data ash to the
USART interface or delete the data ash. If the received commard is not recognised by
the system, a brief menu will be sent to the USART informing the usersome information
regarding the available commands. The detection of whether thae has been received a
character on the USART is performed using the code in listing A.2.

Listing A.2: How to listen for activity on the USART interface.

return ((UCSROA & (1<<RXCO0)) ) ? UDRO : NULL;

This method checks whether there is an unread byte in the UDRO regiter by checking
whether or not the RXCO register is 1. UCSROA is a status register hich also is useful to
read.

LUniversal Syncronous Asynchronous Receiver / Transmitter — The interface for tansferring data between
the Butter y and a computer.
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A.2 Detecting the Acceleration

There are two ADXL202 accelerometers connected to the AVR Btery, each of them
capable of detecting accelerations in 2 axis. The output from theaccelerometers are in
duty cycles, where the duration of each duty cycle is relative to the acceleration.

' .
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Figure A.1: The ADXL202 Duty Cycle Output.

Figure A.1 shows the duty cycle output from X, and Yy . The two accelerome-
ters are mounted on the Butte y at a straight angle on each other in order to capture
acceleration in three axes. The function which performs the accéeration data collection
makes use of a timer to detect the duty cycles from each of the acelerometers outputs
simultaniously. This is done as shown in listing A.3.

Listing A.3: The code which registers the acceleration in X, Y and Z axis simultaneously.

ResetTimer();
do {
Byte changePort = WaitForChange ();
if ( changePort != 0b00000000 ) {
time = GetTimer();
if ((changePort&0b00010000)==0b00010000)
AccDataX[Xcounter++] = time;
if ((changePort&0b01000000)==0b01000000)
AccDataY[Ycounter++] = time;
if ((changePort&0b10000000)==0b10000000)
AccDataZ[Zcounter++] = time;
} while ( (Xcounter = 4) & & (Ycounter != 4)
&& (Zcounter = 4) );

This is a simpli ed version of the code which collects the acceleraion data from the
accelerometers. As shown above, it makes a call to the functiotWaitForChange(), which
looks like the code in listing A.4.

Listing A.4: The code which checks for changes in output from one of the accelerometers

Byte res;

do {

res = status’port; /I If status XOR port not is O,

} while ((res = 0)); /I a change has occurred.

status = port; /I Res will tell which accelerometer
return res; /I has changed its output.

This function listens to the port where the two accelerometers are connected, per-
forms a logical XOR operation to detect changes on the port, andoops while there are
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no changes on these pins. It then updates the status byte with thenew state, and returns
the changes. It is then possible to perform a logical AND operatia to determine whether
or not there was a change at a given pin. The data will be put in the pin's array, and
the array pointer will increase so the next value can be read. Thisway the valuesT,, Ty
and T, from gure A.1 are read in all three axis, and it is possible to calculate T1 and
T2 whereas T2is the actual acceleration, and therefore the value that is written to the
data ash. This way, the accelerations in all three axis are measued simultaneously.

A.3 Storing the Gait Data

The AVR Butter y is equipped with a 4Mbit data ash [4] for storage p urposes. The data
collected from the accelerometers are stored on this data as until it is transferred to a
computer.

Flash Memory Array

Buffer (264 bytes) Buffer (264 bytes)

Ar A}

v v v

10 interface

Figure A.2: The AT45DB041B data ash arrangement.

The data ash is arranged as shown in gure A.2. The data ash consists of 2048 pages,
each at the size of 264 bytes. The pages can be loaded into one outfawo 264 byte
buffers for reading and writing purposes, and the modi ed buffer s can be sent back into
one of the pages in the data ash. This way it is possible to perform reading and writing
operations on the data ash much like you would read and write to a o rdinary le. Using
a serie of pointers, it is possible to determine which page in the data ash should be
written to and read from next. Similarly, two pointers can tell wh ich byte in the buffer
should be written to and read from. This way it is possible to implement simple read and
write operations which just reads and writes data to and from the next position in the
data ash. Listing A.5 shows how it is possible to write one byte of data to the ash by
monitoring where in the buffer and on the pages one are currently working.

Listing A.5: The code which writes a character to data ash.

/Il If necessary, fetch a new page from the flash
if (BufferPointerW = 0)
Page_To_Buffer(PagePointerWw, 1);

/I Write the next byte to the page
Buffer_Write_Byte (1, BufferPointerW, c);
BufferPointerW++;

/I If exceeded the buffersize, add the page to the flash,
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/Il and increase the pagepointer
if ( BufferPointerW = BUFFERSIZE ) {
Buffer_To_Page( 1, PagePointerW );
PagePointerW++;
Page To_ Buffer( PagePointerw, 1 );
BufferPointerW = 0;
/I If exceeded the pagesize, increase the overflow pointer
/I and reset the two pointers
if ( PagePointerW = PAGECOUNT ) {
Overflow++;
BufferPointerw = 0;

}
}

A.4 Transfering the Gait Data

The data stored on the Gait Collector is transferred to a compuger using its USART in-
terface. Any software capable of sending and receiving data fron such an interface can
be used for transferring the acceleration data. For this projed, the program Terminal by
Bray was used.

The process of dumping the gait data from the Gait Collector to USART is reading one
and one byte from data ash until it reaches an EOF marker. Listing A.6 shows the code
for writing the entire data ash to USART.

Listing A.6: The code for dumping the data ash to USART.

/I Dump dataflash

FlashCloseWrite (); /I Write EOF to the end of flash
FlashOpenRead (); /I Reset reading pointers

for (;FlashRead(&c,1);) // Read one byte until EOF
sput(c); /I Send the byte to USART
FlashCloseRead (); /I Reset reading pointers
FlashOpenAppend (); // Remove EOF marker

The sput() function is in reality an output stream to the USART inte rface, which was
opened using the fdevopen() command.

The code for reading data from ash is very similar to the one for wr iting to ash,
and is shown in A.7.

Listing A.7: The code which reads a character from data ash.

char c;

/I Fetch the current page into the buffer
Page_To_Buffer( PagePointerR, 1 );

/| Read the next byte from the buffer
¢ = Buffer_Read_Byte( 1, BufferPointerR );
BufferPointerR ++;

/I If the end of the buffer is reached,
/I increase the page pointer
if ( BufferPointerR = BUFFERSIZE ) {

2 Available from (Last visited 08052005).
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BufferPointerR = 0;
PagePointerR ++;
/l If the end of the dataflash is reached,

/I reset the pointers
if ( PagePointerR = PAGECOUNT ) {

PagePointerR = 0;
}
}

return c;

83







Using the Human Gait for Authentication

B Matlab Code for Local Minima
Detection

This function was used to compare two datasets by looking for spiles in the results from
the spectrum subtraction. The whole Matlab code is not listed, but enough of the code is
provided to understand the local minima detection process.

Listing B.1: The code for detecting local minimas in a dataset.

% Apply polygamma function and smooth the dataset
for (i=1:15);

comp(:,i) = smooth(psi(comp(:,i)));
end;

filter = 35; % The filter strength to use
spikes = zeros(15,size); % The array containing the spikes

% Iterate through all 15 comparisons

for (i=1:15);

% Detect the spikes using Serge Koptenko's function
[11,12] = Imin(comp(:,i), filter );

% Find the start and end position of each spike
% and put it in the spikes array
for (j=1: length (12));
min = 12(j);
max = 12(j);
while (( min>2)&&(comp(( min- 1),i)>comp( min,i)))
spikes (i,min)=1; min=min- 1;
end;
while (( max<size - 1)&&(comp (( max+1),i)>comp( max,i)))
spikes (i ,max)=1; max=max+1;
end;
end;
end;

Listing B.1 shows how the code for detecting local minimas work. Asshown, it starts
by applying the polygamma function and a smooth Iter to all the da tasets that should
be compared. This enhances the local minimas which is desirable to dtect, and removes
the smallest minimas that should not be included in this detection process. Then Serge

Koptenkol's local minima function?! is applied to perform the local minima detection
1

& (Last visited 24052005)
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itself. The results from this detection is then used to try detecting the size of each minima,
and the results is being placed in the spikes array.

Unfortunately, this algorithm does not perform particularly w ell compared with the
other analysis methods that were performed. This is probably dueto the fact that the lo-
cal minima detection algorithm does not manage to detect the spikes in the datasets that
are characteristic for a comparison of two datasets from the sane person. Therefore, this
algorithm must be improved further before it can be used in an authentication system.
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C Statistical Tests on the Results from
the Large Scale Experiment

After the large scale experiment had been performed, a serie oimethods for statistical

analysis were performed on the results. Since the results from hese tests were not anal-
ysed or discussed in a great extent, they are presented in this appadix. Only a brief

summary of the results from these tests are listed here. The fil output of the tests in

Microsoft Excel format can be downloaded from

The statistical analysis was performed in SPS5 a widely used analysis software that
can test statistically subjects, like correlation and hypothese.

C.1 How the Results were Analysed

Three different statistical tests where performed on the resuts from the experiment to
detect whether there is any kind of relation between persons conpared with themselves
and persons compared with each other.

C.1.1 Student's T-test

This test checks whether two normally distributed populations are signi cantly different,
or only differs due to chance. The latter case is often referredto as the null hypothesis.
The t-test results in a signi cance value, called the P-value. f this value is less than 0.05
(5% probability), it is reasonable to believe the two groups are signi cantly different
[50, 47, 22].

C.1.2 Mann-Whitney U Test

The Mann-Whitney test is another version of the t-test, and compares two groups testing
whether the degree of overlap among these two groups is less tan would be expected
by chance. This is indicated using a ranking score and a U-value. Dung this analysis
the U value can range between 0 and20£ 760 = 1520Q The U-value tells how many
times a value in the rst bin precedes a value in the second. Like with the t-test, the
Mann-Whitney also return a P-value indicating the signi cance of the differences in the
tested populations, but while the t-test is testing the means of the populations, the Mann-
Whitney test looks at their medians [26, 22, 3]. The null hypothesis of a Mann-Whitney
test is therefore that the median of the two bins are equal.
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C.1.3 Correlation

Correlation is a method for detecting linear relationships between two or more variables
[22]. The correlation can be positive, negative or non-existent. This can be determined
using Pearson's correlation coef cient, which is a value ranging from -1 to 1 where -1
indicates a perfectly negative correlation, 1 indicates perfectly positive correlation, and
0 indicates no correlation between the two variables.

C.2 The Results from the Statistical Analysis

The results from the Student's t-test and the Mann-Whitney test are summarised in Table
C.3. The table shows whether it is reasonable to believe that thecomparison of data
from the same person and data from different persons will form two distinctive groups.

As shown in this table almost all analysis methods get a P-value fabelow 0.05, which

indicates that the way they grouped was not due to chance.

As shown in Table C.3, all except one method gets a P-value belw 0.05 after the t-
test, which indicates that the groups they form are not due to chance. The Mann-Whitney
test gets P-values below 0.05 for all the analysis methods. Thigndicates that the overlaps
that occur between the groups in each test are not due to chanceThe obtained P-values
in this test are being con rmed by the U-values, since hey are all aitside the rank values.

C.2.1 Results from the Correlation Test on the Physical Charact eristics of the
Participants

A correlation test was performed to test whether there were ary correlation between the
participants' physical characteristics. The results are shown in @&ble C.1. In this table,
the rst value for all of the analysis methods should be close to 1 or -1 for a correlation
to occur, while the second value should be less than 0.05 to indiate a signi cance. The
table shows that there are some extent of correlation in the pesons' weight and foot
size, while there are almost no correlation in their height and leg length. However, the
obtained correlations are very low.

C.2.2 Results from Student's T-test on the Genders

The last test being performed on the results from the large scée experiment was a Stu-
dent's t-test on how differences between genders was compare to differences within

the genders. The results from this test is shown in Table C.2. Ashis table shows the
obtained P-values are in all except one case much larger than @5, which indicates that
a person's gender does not effect the results of the data angkis in any extent. However,
why analysing the horizontal alignment of the resultant vector gets a large differ within

the genders are uncertain.
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Method Differences

Weight Height Leglength Foot size
Comparing FFT of X axis data -0.029 -0.009 0.198 -0.033
P-value 0.426 0.798 0.000 0.355
Comparing FFT of Y axis data 0.212 0.005 0.088 0.188
P-value 0.000 0.886 0.014 0.000
Comparing FFT of Z axis data 0.067  0.098 -0.018 0.057
P-value 0.069  0.006 0.616 0.113
Comparing FFT of the XYZ
Resultant Vector 0.208 -0.006 0.035 0.108
P-value 0.000 0.867 0.324 0.002
Comparing FFT of YZ
Resultant Vector 0.216 -0.005 0.042 0.116
P-value 0.000 0.887 0.246 0.001
Local Minima Detection on the
FFT of XYZ Resultant Vector -0.148 0.016 0.006 0.011
P-value 0.000 0.655 0.868 0.752
Local Minima Detection on the
FFT of YZ Resultant Vector -0.157  -0.013 -0.076 -0.064
P-value 0.000 0.715 0.033 0.073
Comparing the FFT of the Horizontal
Alignment of XYZ Resultant Vector 0.001 0.045 0.052 0.238
P-value 0.984  0.207 0.148 0.000
Comparing the FFT of the Vertical
Alignment of XYZ Resultant Vector 0.066 -0.030 0.175 0.068
P-value 0.072 0.400 0.000 0.057

Table C.1: The obtained data when performing a correlation test on the results from the large
scale experiment. The rst values shown for each of the methods are the correlations between
differences in the compared persons' physics and the analysis methodsed. A value close to -1 and
1 indicates there is a correlation, while a value close to 0 indicates no correldion. The second
values show the corresponding P-values, where a value lower than 0.05 indicateghe correlations
where not obtained due to chance. The situations with high correlation is emphasised.

Method P-value
Comparing FFT of X axis data 0.475
Comparing FFT of Y axis data 0.774
Comparing FFT of Z axis data 0.516
Comparing FFT of the XYZ Resultant Vector 0.487
Comparing FFT of YZ Resultant Vector 0.526
Local Minima Detection on the FFT of the XYZ Resultant Vector 0.360
Local Minima Detection on the FFT of the YZ Resultant Vector 0.183
Comparing the FFT of the Horizontal Alignment of the XYZ Resultant

Vector 0.011
Comparing the FFT of the Vertical Alignment of the XYZ Resultant

Vector 0.191

Table C.2: Shows the obtained P-values after applying Student's t-test to detet how differences in
genders compares with differences in the two bins.P-values less than 0.05 indicates differences in
genders are larger than differences in the bins for other reasons than chnce.
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t-test Mann-Whitney test

Method p-value | p-value U-value Sum ranks Mean ranks

Groupl Group2 Groupl Group?2
Comparing FFT of X axis data 0.000 0.000 2,249 2,459 302,131 123.0 379.5
Comparing FFT of Y axis data 0.000 0.000 3,872 4,082 300,508 204.1 395.4
Comparing FFT of Z axis data 0.003 0.005 4,798 5,008 299,582 250.4 394.2
Comparing FFT of the XYZ Resultant Vector 0.025 0.000 4,113 4,323 300,267 216.2 395.1
Comparing FFT of YZ Resultant Vector 0.027 0.001 4,216 4,426 300,164 221.3 395.0
Local Minima Detection on the FFT of XYZ Resultant Vector 0.005 0.005 4,835 10,5745 294,015.5 528.7 386.9
Local Minima Detection on the FFT of YZ Resultant Vector 0.052 0.036 5,520 9,890 294,700 494.5 387.8
Comparing the FFT of the Horizontal Alignment of the XYZ
Resultant Vector 0.000 0.000 3,322 3,532 301,058 176.6 396.1
Comparing the FFT of the Vertical Alignment of the XYZ
Resultant Vector 0.000 0.000 2,769 2,979 301,611 149.0 396.9

Table C.3: A summary of the results from the statistical Student's t-test and Mann-Whitney tests using a 95% con dentiality interval. If the p-values are less than
0.005, one can conclude that the probability of this is statistically unlikely. An U-value outside the range of the two values in the Sum of Ranks column con rms
the obtained P-values. TheMean Rank columns shows whether there are in some extent a gap between the two binsindicating the extent of overlapping in the two

groups.
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D Statistical Tests on the Results from
the Long Term Experiment

As with the large scale experiment in Appendix C, a serie of methoddor statistical analy-
sis were performed on the results from the long term experiment using SPS$. The com-
plete results from this analysis are available from

. The data was analysed using the Student's t-test.

D.1 The Results from the Statistical Analysis

The results from the Student's t-test are summarised in Table DL. The table shows
whether it is reasonable to believe that the results obtained from the experiments are
representative for how comparisons of data from one person andcomparison of data
from two different persons will form two distinctive groups. As th e table shows, almost
all methods show a statistically signi cance in their results indicating that the two groups

they form are not due to chance. Only two of the methods receives a p-value above 0.05.
Why they not have statistically signi cance is unknown.

Method P-value
Comparing FFT of X axis data 0.000
Comparing FFT of Y axis data 0.000
Comparing FFT of Z axis data 0.078
Comparing FFT of the XYZ Resultant Vector 0.000
Comparing FFT of YZ Resultant Vector 0.000
Local Minima Detection on the FFT of the XYZ Resultant Vector 0.087
Local Minima Detection on the FFT of the YZ Resultant Vector 0.000
Comparing the FFT of the Horizontal Alignment of the XYZ Resultant

Vector 0.000
Comparing the FFT of the Vertical Alignment of the XYZ Resultant

Vector 0.000

Table D.1: Shows the obtained P-values after applying Student's t-test to detet whether the results
from comparing data from the same person and data from two different persons forms two groups
the way they do due to chance. P-values less than 0.05 indicates the differences are not due to
chance.
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